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D1: Ԑ ᵣ  

 

1.1  ׃ 

ҹԐ ῃ ῒ ׃№ ѿҩ Ȃ ӈԅԐ ̆

ԅ ױ ̆ ԅ ῒᵩ №Ҭᶏ ᵣ Ȃ 

 

Ԑ Ҍ : ץ ѿ ȁѿ ↓ ȁѿ ᵬ ȁѿ

ҙ ̆ ᾙֽֽҽԅ₃ҩᶛ Ȃ׆ ҉ ̆ ѿ Ȃ

̆ ғ Ȃ ױ ѿҩ Ҭ ᶭ ‰ ̆

ᵖ ױ ҌῬ Ӈ ԅȂ ᶏ ӞҌ ₃ ѿҩ

Ȃ 

 

Ԑ ҹ ȁ ԅ Ȃ ץ ( ҹױזҌ

ӯ ᴆ̆ ᴆ ӈ )̆⁞ Ả ( ԍ ῒזԐ )̆

ғ ( ԍ ₮⁞ ̆ ⱬ )Ȃ Ԑ Ⱶ ᶫ ꞉

Ḡ ץ ̆ Ӟױ ⌠ԅ ῃ Ȃ 

 

̆ ֓ Ԑ ̆ ץ̆└ Ԑ

ⱳ ҉ ᴪ₮ Ȃῒ ̆ᶏ ֟̆ Ҍ ᴋᵥ ’Ҋ

ῒ ꜚ⌠Ԑ Ⱶ ᶫ ̆ ᴪ ᵞ ȁ ̆ ῃ ̆ ⱴԅ Ȃ 

 

ᶏץ̆ ῒᵩ № ῒ ԍ Ȃῒ ҹḤ ῃҒ

ᶫѿ Ԑ ̆ Ԑ ᴰ ӊ ץ̆≢ ꜛ

Ḥ ῃҒ Ԑ ׆̆ ῃ ץ) ῒז )̆ Ҍ ֟

Ȃ 
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ҩ ԅ 4 №̔ 

Å ӈԐ  

Å Ԑ  

Å Ԑ ȁ  

Å Ԑ ῃ ȁ  
 

 

Ԑ ῃ ⇔ ѿҩῃ № Ȃ ױ

ĺĺ ṿ NIST 800- 145, ISO/IEC 17788 and 

ISO/IEC 17789ĺĺ῏ ҍḤ ῃҒ ῏ ָӇȂ 
 

 

1.2   

1.1.1  ӈԐ  

 
Ԑ ѿ ᵬ ѿ ԍ ῍֣ Ȃ 

 

Ԑ ѿ ̆ ץ ᵬȁ ȁ ץ ̆

ץ ᴨ № ȁ ᵞ ȂԐ ԅѿҩῃ ҕ ̆ ᴆ ץ

ȁ ȁ ̆ ץ ᾟ ץ̆⁞ ᶫ ȁ ᵌԍ №

Ȃ 

NIST Ԑ ӈҹ: 

Ԑ ѿҩ ̆ ѿ Ҍ ȁ Ḃ ȁ ̆ ԍ ̆῍֣ᶏ

̆  ( : ȁ Ⱶ ȁ Ữȁ Ⱶ) ץ ᵬ

ҍ Ⱶ ᶫ ԑꜚ Ȃ 

ISO / IEC ӈ ᵌ: 

Ⱶ ̆ ȁ ȁ ῍֣

Ȃ 

 

Ԑ ѿ ( ) ̆ ѿ ̆ ῤ ̆ ױ ⌠ѿ

ҩ Ҭ( ’Ҋ̆ᶏ )Ȃ ׆ Ҭ қ ̆ 8 CPUs

http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf
http://www.iso.org/iso/catalogue_detail?csnumber=60544
http://www.iso.org/iso/catalogue_detail?csnumber=60544
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16 GB ῤ ̆ Ԑ ֓ № ̆ ⌠ ҉ᶏ ֓ Ȃ

ױז̆ ץ Ҭᶫῒֲזᶏ Ȃ 

 

Ԑ ץ ₃Ӎᴋᵥ ׆̆ ̂ ῤ ̃⌠ ȁ Ữץ ≢

̂ Ȃ̃ᶛ ̆ ҩῒז ῍֣ ⱵҬ 500 ῏

̆ҍ ԐҺ Ҭ ꜚ 100 Ⱶ ѿ Ȃ 

 

ӈ:Ԑ ᶏ ֲ ̆Ԑ ᶫ № ֲ Ȃ ױ ᴪ

ᶏ ľ Ŀ ľ Ŀ Ԑף ̆ Ⱶ Ԑ Ԑ ᶫ ȂNIST 500-292

ᶏ ľcloud actorĿ ҩ ̆ ⱴԅԐף ȁ ֲ ȂISO/IEC 17788ᶏ

Ԑ Ⱶ ȁԐ Ⱶ ᵬᴩᵄ Ԑ Ⱶ ᶫ Ȃ 

⇔ Ԑ ῏ Ȃ ׆ױ Ҭ ₮ ⇔ ױ

̆ ᶏ ( ꜚ ) ׆ №◓ № ⌠ Ȃ ⌠ ̆ ң

⇔ ԅ ױ ӈάcloudέ Ȃ 

 

Ԑ ᴰ ӊ ≢; ̆ᵖ ӎ

ױ ѿ № ̆ ᶭ ԍ ꜚ Ȃ 

 

Ԑ Ȃ ҩҌ ῍֣ ѿҩ ,ᵖ ԑ Ȃ ᾛ Ԑ

ᶫ № ⌠Ҍ , ḠױזҌ ⌠ ḱ ֟Ȃ Ҍֽ Ҍ

; ԍ ҩҙⱵ Ҭ№ Ҍ ᾝӊ Ȃ 

 

1.1.2  ӈ  

 

Ԑ ῃ (CSA)ᶏ NIST model for cloud computingᵬҹ ӈԐ ‰ȂCSA

῀ ISO/ IEC model̆ ᵬҹ Ȃ ҩ Ҭ̆ ױ ң Ȃ 

 

NIST ₮ ̆ ̆ץ ױ ҍ NIST Working Definition of Cloud Computing

̂NIST 800-145̃ Ḡ ѿ ̆ ױ Ҭ ⱬ⌠ ᶛ҉̆ Ҍ ӈ ≢҉̆

http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf
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CSA 

Ḡ ѿ ῍ Ȃ 

 

ṿ ̆ ᶏῒΐ ȁ ԍῃ ῤ Ȃ  

NIST ̆ Ҍ ҹ ῒ Ȃ 

 

 NIST Ԑ ӈҬ̆ ԅԓҩ ȁ҈ҩԐ Ⱶ ȁץ ҩԐ

ȂҊ ױ ԅ ̆ ᴪ Ȃ 

 

 

1.1.2.1   

 

 

Ҋץ ᶏԐ ҹԅԐȂ ΐ Ҋץ ̆ ױ ᵬ Ԑ Ȃ ῒҬᴋᵥ

ѿҩ̆ Ҍ ѿҩԐȂ 

 ̧ ҉ ̆ ȂԐ ᶫ ̆ ῒ

⌠ѿҩ Ҭ̆ῒҬ ѿ № №ץ Ҍ ( ԍ )Ȃ 

 ̧ ץ ꜚ ױז̆ ̆ ҍ Ⱶ ᶫ  

Ⱶֲ ԑꜚȂ 

 ̧ ץ ̆ Ҍ ᵣ ̕
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CSA 

Ҍ Ⱶ №Ȃ 

 ̧ ᾛ ׆ Ҭ ᶏ ( )̆ ῃ ꜚȂ ᶏױז

(ᶛ , ⱴ ⱴ Ⱶ ,  Ȃ(ױ

 ̧ ᶫ Ⱶ̆ץ Ḡ ᶏ ױז № қ ̆ ̆ ץ

ױז Ȃ ά έ ҩ ̆ ҹ Ἕץ ѿ

̆ ױזט ᶏ қ Ȃ 

 

ISO/IEC 17788 ↓₮ԅΈҩ῏ ̆ῒҬ╠ԓҩ ҍ NIST  Ȃ ѿ ᾟ

̆ ҍ Ҍ Ȃ 

 

1.1.2.2  Ⱶ  

 

NIST ӈԅ҈ҩ Ⱶ ̆ ױ ԅԐ Ⱶ Ҍ ≢: 

 ̧ Ⱶ ᴆ (SaaS) Ⱶ ᴆȂ ץ web ȁ

ꜚ Ȃ 

 ̧ Ⱶ(PaaS) ᶫ , ȁ ( PythonȁPHP

ῒ ף ), ᴆ Ữ ᵬ, Ғ ̂ᶛ ӟȁ

API SaaS )Ȃ῏ ≢ ԍ̆ᶏ PaaS̆ Ҍ Ⱶ ȁ

ῒז Ȃ 

 ̧ Ⱶ(IaaS) ᶫԅ ̆ ȁ ỮȂ 

 

ױ  ҹά{tLέȂױ

 

ISO/ IECᶏ ԅѿҩ ⱴ ӈ̆ ᶏ ԅѿҩҍ SPI ( ᴆȁ ⱳ

) ℗ ῏ Ԑⱳ Ȃ ̆ ⌠ Ԑ Ⱶ ≢̆ Ⱶȁ Ữ

Ⱶ̆ IaaS/PaaS/SaaSȂ 

 

֓ ≢ΐ ѿ :ѿ֓Ԑ Ⱶ ԅ ֓ ̆ ѿ֓↕Ҍ ῃ ԍ ѿ

Ⱶ Ȃ ҉̆ қ № ⌠ ҈ Ҭ̆ ISO/ IEC Ҭ

≢Ȃ ֽֽ ѿҩ ΐ̆ Ҍ ѿҩҤ Ȃ 
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ң ̆ᵖ ԍ NIST ⱴ ̆ ғ ╠ᶏ ̆

ץ CSA ҬҺ ᶏ ӈȂ 

 

1.1.2.3   

 

NIST ISO/ IEC ᶏ 4ҩԐ ȂҊ ֓ ᵥ ᶏ ̆

ױ ԍ ҩ Ⱶ : 

 ̧ Ὲ῍ԐȂԐ ᶫ Ⱶ ѿ Ὲᴧ ҩ ҙ ᵣȂ Ԑ Ⱶ

Ȃ 

 ̧ ԐȂԐ Ғҹѿҩ ѿ ᵬȂ ץ ҩ ҈

ᵝԍץ ῤ Ȃ 

 ̧ ԐȂԐ ҩ ῍֣̆ ҩ ῍ ῏ Ȃ(ᶛ ᶏ

ȁ ῃ ȁ )Ȃ ץ ҩ ҈ ᵝԍץ ῤ

Ȃ 

 ̧ ԐȂԐ ңҩ ҩԐ̂ ȁ ȁ Ὲ῍̃ ץ̆ ᵣ ̆

ᵖ ‰ Ғ ѿ ̆ ֓ Ḇ ԅ ̂ᶛ ̔

Ԑ ̃Ȃ ԍ Ԑ Ҭ ҍԐ Ⱶ ᶫ ԑ Ȃ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Ԑ ῏ ῃ v4.0 
 

Security Guidance v.4 © Copyright 2017, Cloud Security Alliance. All rights reserved  14 
Confidential for CSA members only ð NOT FOR DISTRIBUTION 

 

CSA 

ԍԐ ӈ ̆ ᶏ Ԑ Ȃ Ҋ ̆ Ԑ ᶏ

ҩ ҬӞᴪ Ҍ Ȃ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

1 ̔ ̆ ̆ ῃ̆  

2  ̆ ̆ Ữ  

3 ᵝ ҍ ̆ ғҍ └ ῏  

4 Ḥ ֓ ҹ / / Ҋ №̆ ̆

ҙⱵᴩᵄȂ Ҍ Ḥ ᶏ ֓ Ⱶ ̆ᵖҌ ԍ

№. 

Untrusted consumers are those that may be authorized to consume some/all services but 

are not logical extensions of the organization. 

 



Ԑ ῏ ῃ v4.0 
 

Security Guidance v.4 © Copyright 2017, Cloud Security Alliance. All rights reserved  15 
Confidential for CSA members only ð NOT FOR DISTRIBUTION 

 

CSA 

1.1.3   

 
̆ Ԑ Ⱶ ̆ Ҍ ̆ᶏ ᴋᵥ ѿ ѿ׆

ԅȂ ᶫѿ֓ ̆ ꜛḤ ῃҒ Ạ₮ ‗ ץ̆ ԅ

ῐ Ȃ ԍѿҩ ῀ ̆ Ῥױ ISO/ IEC 17789 NIST 

500-292̆ NIST ӈ ᾟȂ 

 

Ԑ ѿ ῒ ҹѿҩ S̆aaS ᵝԍ PaaSӊ҉ P̆aaSβ ԍ IaaSӊ҉Ȃ

Ҍ ( ) ף ̆ ᵬҹ Ȃ 
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1.1.3.1  Ⱶ 

 

 

ᴆ IaaS Ȃ≠ Ԑ ̆ ױ ֓ Ҭ ѿ

̆ᵖ ҉̆ ױ ᴆȁ Ữ Ȃ ֓

Ȃ ̆ ׆ Ҭ ̆ Ȃ ̆ѿ

ט֜ ΐ( ) ֓ ѿ ̆⇔ ̆ ꜚ ט֜ױז Ȃ 

 

֓ (APIs) ȂAPIs ԐҬ ᴆ Ḥ ̆

ῒҬѿ֓( ῃҌ )Ὲ Ԑ ץ̆ ױז Ȃ ╠ Ԑ APIs

ᶏ REST(Representational State Transfer)̆ HTTP ҉ ̆ ԍ Internet ⱵȂ 

 

’Ҋ̆ ֓ APIs ץ ̆ ⌠ ԍ web ҬȂ

Ԑ ̆ ҹ ᶏ Ԑ ̆ ꜚ ( ᶛ)

Ȃ׆ ῃ ̆ ҍḠ ≢( ҹ Ҍ ᶭ

ᵬҹ └) Ӟ̆ Ԑ ῃ ̆ ᴨᾢ Ȃ ₯ ῀ ̆

ױז ҩԐ Ȃ 

 

IaaS ȁ ᴆȁ ȁ ( (ט֜ ̆ ѿ ̆

APIs ט֜ױ Ȃ 
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Ҋ ѿҩ IaaS ᶛ: 

 

 

 

 

 

ѿ ↓ Ⱶ ҩ ңҩ ᴆ̔ / ᴆ̆ץ Ⱶ

ױ ⌠ └ Ȃ ѿҩ ᶛ( Ⱶ )̆ Ԑ └ ҩ

Ⱶ ΐ ̆ № ᶛȂ 

 

└ Ữ └ Ữ ⇔ ѿҩ ꜚ ̆ Ữ └ ׆ Ữ

Ҭ№ Ữ̆ ῒ ⌠ Һ Ⱶ ᶛ( ԍ Ữ Ḥ Ғ )Ȃ

̆ ̆Ӟ № ⌠ Ȃ 

 

̆ └ Ⱶ Ἕ ◐ ⌠ Ҭ̆ ꜚ ̆ ̕

Ữ ӊ ̆ ⇔ ѿҩ Ҭ ᶛȂѿ ҩ ̆ᾝ

Ḥ Ԑ └ ף ̆ ᶫ ̆ ץ ⌠ ᶛ Ȃ 

 

҅ү Ї ԋ ԓ Ỵ ┼ Ї ԓ Їװ

Ỵ Ӑ ῗ ɼ ԋ ᴌЇᶡ ɼ 
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CSA 
1.1.3.1  Ⱶ 

 

 

Ⱶ Ҭ̆PaaS ץ ̆ ҹ PaaS֟ ̆ ғ PaaS

Ⱶ ȂPaaS ⱴԅҍ ȁҬ ᴆⱳ ץ ȁ ᴰ ↓

ⱳ Ȃ ֓ Ⱶᾛ ֲ ҉ ̆ ᶏ

ΐȂ 

 

ҕ Ҭ ⌠ ѿҩ ̆ ױ ҬӞ ץ ⌠̆ IaaS ҉

ѿҩ Ȃ IaaS҉ ԅ Ҭ ᴆ̆ ῒ ѿ ̆ ̆ ᶏ APIs

ᵬҹ PaaS Ȃɒ ̆ ץ IaaSҬ ᶛ҉ ḱ

ᴆ ⱵȂ API( ѿҩ web └ ) ̆

̆ API Ȃ 

 

PaaSҬ̆Ԑ ⌠ ̆ Ҍ Ȃ ױ ᶛҬ̆

ᵈ ̆ Ҍ ҩ Ⱶ ȁ ȁ Ҁ Ȃ 

  

ѿҩᶛ Ȃ ᶏ ֲ ץ Ҍ ’Ҋⱴ

ף Ȃ Ⱶᶏ PaaS ץ ᴋᵥ Ώ ᴋᵥ ̆ ֲ ׆

Ⱶ Ҭ ₮ ̆ ҍױז Ḵ ̆ ӊ Ȃ 
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CSA 
ҩ ԅѿҩ IaaS ӊ҉ (PaaS): 

 

PaaSҌѿ IaaSӊ҉̕ Ҍ ӈ Ȃ ӈ

̆ Ҍ ̂ Ԑ Ȃ̃ 

 

1.1.3.1  ᴆ Ⱶ 

 
 

SaaS Ⱶ ȁ ̆Ӟΐ ᴋᵥ ᴆ Ȃ 

ҹԅ ȁ ( ) ≠ ̆ SaaS ᶫ IaaS PaaSӊ҉  

Ԑף (SaaS ῒ ) ᶏ IaaS PaaS ̆ Ҍ Ԑ ᶫ Ȃ

ֲ ẁ ԍҹѿ֓( ῃ )ⱳ ᶫῈ῍ APIsȂױז ֓ ̆

≢ web ꜚ Ȃ 

̆ SaaS ѿҩ APIᵝԍ / Ữӊ҉Ȃ ѿҩ ҩ

̆ Web ȁ ꜚ Ὲ῍ API Ȃ 
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CSA 
Ҋ ѿҩ SaaS ̆p ̆ − ᶏ Ҭ ֟ ̔ 
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CSA 
1.1.4.1   

 

׆ ҉̆Ԑ ᴰ ѿ ̆ ץ ԍⱳ ≢Ҍ

Ȃ 

ꜛԍ Ҍ ӊ ̔ 

 ̧ ̔ ᴆ̔ ̆ Ữ̆ῒז ᴆ ̆

ꜚ ᴆȂ 

 ̧ ᾝ ̔ ᶫ ҍῒז ӊ └̆ ѿ

ȁ ҍ ╕ 

 ̧ Ḥ ̔ Ḥ ̆ Ҭ ῤ ̆ ᴆ Ữ  

 ̧ : Ԑ ԍ ױ ⱵȂᶛ ̆PaaS

ⱳ ↓ֲ̆ № Ⱶ 

 

Ҍ ῃ ⌠Ҍ Ȃ ῃ ⌠ ̆ ῃ

⌠Ḥ ̆ ῃ ⌠ Ȃ 

 

Ԑ ҍᴰ ῏ ≢ ԍᾝ Ȃ

Ԑ ᾝ ԅ ῀ғ

ᴆȂ 

ѿҩ῏ ≢ ԍ̆ Ԑ ̆ᵰ ᴪ

ҩ ԇ ᴋⱵȂ 

ᶛ ̔ ԍ⇔ Ԑ

ץ Ԑ ᶏ Ȃ 

ԐҬ̆ ѿҩ

҉ ң ̕ Ὲ ԐҬ̆ ᶫ

̆ ῒ №

Ȃ  

 
 

 

ױ ̆ ֲ̆ ȁ ῃ ┴ Ȃ ֓

Ӟ ⌠ IT Ҭ Ҍ Ғҙ Ȃ 
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CSA 

ғ ῃ ԍᾝ ̆ᵖԐҍᴰ ѿҩ

Ȃ Ҍֽ ‗ԍԐ ̆ ‗ԍԐ ᵥ≠ Ԑ Ȃ 

 

ᶛ ̆ѿҩ ԍԐ ᶫ PaaS֟ Ԑ ̆ ѿҩֽҹԅ

IaaS ̆ΐ Ȃ 

 

1.2 Ԑ ῃ ȁ  
 

1.2.1  Ԑ ῃҍ  

 
Ӟ ̆p Ԑ ῃ ԅѿҩ ῃ ╠

Ȃ ԅ ᴰ ῃ ̆ᵖ ῒ ȁ ץ̆ └

Ȃ 

 

Ԑ ῃ ᵣ ̆p ᴋᵥѿҩԐ Ⱶ ҍ

Ȃ ץ ̔Ԑ ѿ ῍֣ ̆Ҍ ᴪ

Ҍ № ᴋȂ ̆ ῃ Ӟ Ҍ № ̆ ῒ

ҬȂ 

ҹ῍֣ ᴋ ̆ ᶭ ԍ Ԑ ᶫ ⱳ /֟ ̆ Ⱶ

ᴋ Ȃ 
 
 

׆ ҉ ̆ ῃ ҍᴋᵥ ԍ └ ̔ 

 ̧ ᴆ Ⱶ̔Ԑ Ⱶ ᶫ ₃Ӎ ῃ ̆ ҹԐ ῒ

ᶏ ̆ ғ Ȃᶛ ̆SaaS ᶫ ῃ̆ /

/ ῃ ̆ ≠Ȃ 

 ̧ Ⱶ̔Ԑ Ⱶ ᶫ ῃ ̆ ױז ҉

̆ ῃ Ȃ ң ₃Ӎ № Ȃᶛ ̆ᶏ ѿҩ

ᵬҹ Ⱶ ̆ ᶫ ῃ̆ḱ ̆ Ԑ ↕ ῒז ̆

ᶏ ῃⱳ ̆ ̆ ᴍ Ȃ 
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CSA 

 ̧ Ⱶ̔ ᵌ PaaS̆ Ԑ Ⱶ ᶫ ῃ̆ Ԑ ױז

҉ ῒ ῃ̆Ҍ ԍ PaaS̆ IaaS ᴋȂᶛ ̆

IaaS ᶫ ױז ⌠ ₯̆ᵖ Ⱶ ᶫ

ΐ ҉̆ῃ ᵥ ӈ ῃȂ 

 

 

֓ ᶏ Ԑ ⱵҬ׃ ῒזҬ׃ ᵬᴩᵄ ⱴ Ȃ 

 

ῃ ℗ Ԑ Ȃ ᴋᵥ Ԑ ᶫ

ᶫԅ ῃ └̆ғᵰ ױז ᶫԅָӇץ ᵥ ᵬ̆ ѿ

Ӈ Ȃ ץ └ └ ̆ Ҍ Ԑ ᶫ Ȃ

IaaS ̆Ԑ ᴋ ̆ SaaS↕ ᵞȂ 

 

Ԑ Ⱶ ᶫ ῃ῏ Ȃ ᶫ ẠָӇ̙ ẠָӇ̙

Ԑᶫ ᶏ ᶫԅױז Ⱶ̙ Ҭ Ḡԅ ֓ ᴋ Ⱶ ץ̆

↕ ԅָӇ ̙ 

 

ҍ ῍֣ ᴋ ῏ ̆ Ҋң ̔ 

 

 ̧ Ԑ Ⱶ ᶫ ῒῤ ῃ └ ῃⱳ ̆ Ԑ

Ạ₮ ‗ Ȃ ᶫ Ӟ ֓ └Ȃ 

 ̧ ָӇԐ ̆Ԑ ѿҩ ᴋ ץ̆ ᵥ └Ȃ

Ӟ ҍ ‰ ѿ Ȃ 

Ԑ ῃ ᶫԅңҩ ΐ̆ץ ꜛ ֓ ̔ 
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CSA 
 

 ̧ ῍ ᵀ ̂CAIQ̃ ҹ̆Ԑ Ⱶ ᶫ ᶫ ‰ ץ ױז ῃҍ └Ȃ 

 ̧ Ԑ └ ̂CCM̃̆ ῒҬ↓₮ԅԐ ῃ └̆ ױ ⌠ ҩ ῃ

‰Ȃ ץ ῃ ᴋȂ 

 

ңᴍ ᴆ ΐᵣ ̆ᵖ ᶫԅѿҩῃ ∆ ̆

ץ Ḡ Ȃ 

1.2.2   Ԑ ῃ  

 

Ԑ ῃ ѿҩ ꜛ ῃ‗ ΐȂľ Ŀ ҩ ֓ ̆ ҹԅץ

ױ ̆ №ױ Ҋץ₮ ̔ 

 

 ̧ ̆ ԍ Ԑ ῃ ̆ ⌠

CSA Ȃ 

 ̧ └ ̆ Ԑ ῃ └ └ ≢ № ̆ CSA CCMȂ 

 ̧ Ԑ ῃ ̆ ҩ ΐ ̂ᶛ IaaS ῃ

Ȃ̃ ױ ץ ̆ҍ ῏̆ ̆ҍ └ ⱳ

῏Ȃ 

 ̧ ᶏ ‗ Ȃ ῃ ̆IaaS ῒ

Ҭѿҩᶛ Ȃҍ ѿ ̆ ױ ΐᵣ ̆ Ԑ

҉ Ȃ 

 

֓ ӊ ⅞№ ̆ ‗ԍ ֲ  ̆ Ҭױ

ѿ֓ ҹ ά έӞ Ҍ ‰ ̆ᵖ ԍ ױ ⌠ ֓ Ҍ ӊ ԑ ᶏ ̆

ץ №ױ Ӎ Ȃ 
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CSA 

CSA Ҋץ ̔ 

 

 ̧ CSAᴑҙ  

 ̧ CSAԐ └ ̂CCM̃  

 ̧ NISTԐ ῃ ̂NIST 500- 299 ℮̃̆ῒҬ ̆

└ Ȃ 

 ̧ ISO / IEC FDIS 27017 Ḥ  -  ῃ  -  ԍ ISO / IEC 27002 Ԑ ⱵḤ

ῃ └ ↕Ȃ 

 

 

Ҭ̆ ױ ῒז Ȃ 

 

1.2.2.1  ѿҩ Ԑ ῃ  

 

ȁ └ȁΐᵣ ץ ᴪ ΐᵣ Ԑ

Ҍ ̆ᵖ ׅᴪ ѿҩ Ԑ ᾑ 

 

 ̧ ῃ ץ ᴋᵥ └ Ȃ 

 ̧ Ԑ ᶫ ȁ Ⱶ Ȃ 

 ̧ ӈ Ȃ 

 ̧ ᵀ ῃ └Ȃ 

 ̧ └ Ȃ 

 ̧ ץ└ Ȃ 

 ̧ Ȃ 
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CSA 
 

ԍҌ Ԑ ̆ ᶏ ѿҩԐ ᶫ ̆Ӟ ᴪ ῃҌ ̆

ҩ ᵀȂ ᶛ ̆ ѿᶫ IaaS҉

ῃ └̆ҍ ᶫ PaaS ᵌ ῃ └ ̆

≢ Ȃ 

 

῏ ԍ ≢ ȁ ̆ Ԑ ⱳ ≢ Ȃ ҹָӇ

ῃ ҹ └ӊ╠̆ ԅ Ԑᶫ Ԑ Ȃ 
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CSA 

1.3  ῏  
 

CSA ῒ 13ҩ ׃ ԅԐ ῃ ῏ ץ̆ ‗Ԑ Ҭ

ῃ ά έ̂ pain points̃̆׆ ԍ Ԑ Ⱶ Ȃ 

֓ № ԅң ̔ ̂governancẽ ̂operations̃Ȃ ̆ ‗Ԑ

̆ ↕ ῏ ԍ ῃ ץ ῤ Ȃ 

 

1.3.1   

 

   

D2 
ᴑҙ

 

Ԑ ᴑҙ ⱬȂ  

ᶛ ∞‗ᾢᶛ̆ ᾟ№ ᵀԐ ᶫ

ⱬ̆ ᶫ ₮ Ḡ

ᴋ̆ ֓ ᵥ ῏ Ȃ 

D3 
̔

ҽ  

ᶏ Ԑ Ȃ  

Ḥ Ḡ ȁ ῃ

Ḥ ȁ ̆ Ȃ 

D4 
 

Ḡ ᶏ Ԑ Ȃ  

ᵀԐ ᵥ ῤ ῃ ȁץ Ҍ

̂ ȁ Ȃ̃ ᶫ Ҭ

ѿ֓ Ȃ 

D5 Ḥ  

ԐҬ Ȃ  

ԐҬ ≢ └ ץ̕ ԍ ⌠

ԐҬ └ ѿ ễ └ȂӞ ῒ ̆

ȁ Ȃ 
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CSA 
 

 

1.3.2   

 

   

D6 
ҙⱵ

 

Ḡ Ԑ ᶏ ̆ Web └

APIȂ ḠԐ ҙⱵ Ȃ 

D7 ῃ 
Ԑ ῃ ̆ ȁ ῃ Ԑ ῃ

Ȃ Ԑ ῃ Ȃ 

D8 ̂Container̃

 

ȁ ᴆ ӈ ῃ Ȃ 

D9 
Ԋᴆ ȁ

 

ᾟ№ Ԋᴆ ȁ ȁ Ȃ ҹԅ

ꜚ Ԋᴆ ̆ ᶫ ң

ѿ֓ Ȃ ᴪ ꜛ Ԑ Ԋᴆ

Ȃ 

D10 ῃ 

Ḡ Ԑ҉ ԐҬ ᴆȂ ҩ

⌠ ԐҬ ̆ ָ̆ Ӈ Ԑ

̂SaaS, PaaS, or IaaSȂ̃ 

D11 ῃ ⱴ  ῃ ⱴ └̆ Ḡ  

D12 
ᴍȁ

 

ᴍ ≠ Ⱶ ᶫ └Ȃ̓͂

ᴍ ⌠ԐҬ ⌠ Ȃ ᶫ ᵀѿҩ ‰

ԍԐ ᴍȁ (IdEA)Ȃ 

D13 ῃ Ⱶ 
ᶫ ҈ Ḇ ῃḠ ȁԊᴆ ȁ ץ ᴍ

Ȃ 

D14 ῏  
ҍԐ ℗῏ ῐ ̆ ̆

ꜚ  
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CSA 

1.4   
 

 ̧ Ԑ ҍᴰ ӊ ץ̆ ꜚ ῃ

 

 ̧ NISTԐ CSA  

 ̧ ᶏ ΐ̆ CSA ῍ ᵀ ̂CAIQ̃̆ ᵀ Ԑ Ⱶ ᶫ Ȃ 

 ̧ Ԑ ᶫ ῒ ῃ └ ⱳ ̆ ᶏ ᵌ CSA CAIQ ΐ . 

 ̧ ᶏ ΐ̆ CSAԐ └ ̂CCM̃̆ ᵀ Ԑ ῃ

ץ̆└ ѿҩ └ ֲȂ 

 ̧ ᶏ Ԑ ῃ ᶫ ̆ ̆ ≢ └ ץ̆ ῃ

└Ȃ 

 

1.5   
 ̧ Rich Mogull 

 ̧ ԍ Christofer Hoff  
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CSA 

D2: ҍᴑҙ  

 

 ׃ 2.0

ҍᴑҙ Һ Ȃ Ҭ ױ Ԑ Ҋ Ҍ

ӊ Ȃ Ҍ ӞҌ Ạ ҍԐ ῏ Ҋ Ȃ 

 

ῃҒ ̆Ԑ ҍᴑҙ Һ Ҋץ ҩ ̔ 

 

 ̧ ᵬҬ ȁ ȁץ ῤ Ȃ ⌠ ̆

ץ ᴋᵥ └Ȃ 

 

῏ԍ Ḥ ̆ ̔ 

× ISO/IEC 38500:2015 Ḥ  IT  

× ISACA - COBIT - ᴑҙ IT ҍ ҙⱵ  

× ISO/IEC 27014:2013 Ḥ  ῃ  Ḥ ῃ  

 

 ̧ ᴑҙ ῃ ̆ҍ ѿ Ȃᴑҙ

̆Ҍֽֽ ῏ Ȃ 

 

 ̧ Ḥ Ḥ ץ̆ Ḥ Ȃ ̆

׆ Ⱶ⌠ ҩ ̆Ḥ ֽֽ ѿ ֟ Ȃ 

 

 ̧ Ḥ ῃ Ḥ ῏ ΐ ȂḤ ῃ Ҍ Ḥ ῃ ̆

ȁ ȁḠ ῒז └Ӟ ᵬ ̂ Ḥ ῃ Ȃ̃ ̆Ḥ

ῃ Һ ᵬ Ḥ ץ ױ Ḥ ̆ ᶫ └ Ȃ 

Ҋ ѿҩ Ҭ̆Ḥ ῃ Ḥ ΐ̆Ḥ

ᴑҙ ΐ̆ᴑҙ ᴑҙ ΐȂ ҩ ℗ ῏ ̆ᵖ

῏ ȁ ΐȂ 
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CSA 

 

 
 

2.1 ѿҩ ῏  

 

№≢ 3 4ҬȂḤ 5Ҭ ȂḤ ῃ

҉ ῒᵩ № Ȃ 

 

 

2.1  

 

2.1.1  

 

Ԑ ῏ ̆ ҹ Ӈ ῀ ҈ ̂ Ὲ῍Ԑ Ԑ ’

Ҋ̃̆ Ԑ ’Ҋ ῤ Ȃ Ԑ ᵟ ̆ѿҩ

Ҍ ᴋ̆ ᶏ ᶏ ᶫ ’ҊȂ Ԑ Ҍ Ԑ

Ⱶ̆ Ȃᵖ ̆ Ԑ Ҋ ῍ ᴋ ̆

Ȃ 

Ԑ Ⱶ ᶫ ᴪ ≠ ᶫԐ Ⱶ ⱬȂ

ᶫ ‰ Ⱶ̂ Ⱶ ̃̆ ѿ Ȃ Ԑ Ⱶ ᶫ ̆

Ҍѿ Ἕ ῒזҒ Ⱶ ᶫ ѿ ̆Ғ Ⱶ ᶫ ױז

ҹ ҩ └ ֟ ̆ Ȃ 

Ԑ ԅ ҍ └Ȃ ᴋᵥҙⱵ῏ ѿ ̆ Ҭ ӈ
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CSA 

└Ȃ ῏ Ҍ Ҭ ̆ Ḡ └̆ ғ

Ȃ Ҍѿ ᶏ ᶫ ̆ᵖױז

⁞ץ ̆ ῏ Ȃ 

 

2.1.1.1 Ԑ ΐ 

 

ҍᴋᵥῒז ѿ ̆Ӟ ԍ ΐȂ ↓ ᶷ ԍ Ԑ Ⱶ ᶫ

ΐ̆ᵖ ֓ ΐ Ӟ ץ ῤ Ҋ̔ 

 

 ̧ ̔ Һ ΐ Ԑ ᶫ Ԑ ӊ ̂ Ὲ Ԑ Ԑ ѿ Ȃ̃

ѿ℗ ׆̆ Ḡ ᴋᵥ Ⱶ Ҍᴪ ѿ Ȃ

⌠ҙⱵ ᵬᴩᵄ Ⱶ ᶫ Һ ΐȂ 

 

     

 

ӈᶫ ӊ ῏ ̆Ӟ ױז ᶫ Һ ΐȂ 

 

 

 ̧ ᶫ ̂Ԑ ᶫ ̃ ᵀ̔ ֓ ᵀ Ԑ ≠ Ḥ ᾛ / ̆

Ԑ ᶫ Ȃ ԅ Ύ ̆ҍ ҈ ̂ ҉

ᵀ ̃̆ ץ ҩ Ȃҍᴋᵥᶫ ᵀ

ᵌ̆ Ⱶ҉ ̆ ̆ ֟ ̆ ҈ ̆ Ȃ

῏ԍ ᵀ Ḥ 4Ҭ Ȃ 

 

 ̧ ̔ ᶫ ῤ ̂ ̃ ᵀ ᴆȂ ױ ѿҩ
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CSA 
ῤ └ ’ ̆ ץ ᶫ ̂

Ҍ Ԑ Ⱶ ӊѿ̃̆ Ḥ ҈ Ȃ ҈ ᵀ ̆

ҹױז ץ ᶫΐ ̂Ẋ ᵰḤᴋ ҈ Ȃ̃ 

 

ᶫ Ԑ Ⱶ ̆ᵖ NDA  

Ⱶ Ȃ Ὲ ̆ Ҍѿ Ԑ Ⱶ ᶫ └Ȃ 

 

ᵀ ‰̂ ҉ ‰̃̆ ῏ ԅ ‰

̆ Ҍֽֽ ‰ ȂἝ SSAE 16 ‰ΐ ̆ ᵀ ̂ᶛ ̆ᶫ

Ⱶ ץ̃֓ ῏ └ ᵀȂ ̆ѿҩԐ Ⱶ ᶫ ľ Ŀԅѿҩ

̆Ҍѿ ῃ └ ̆ ῃ ֲ Ҍ Ȃ

҈ ᵀ̆ ԍᵰ Ạ ᵀ ̆ ꜚȂ Ὲ ̂

̃ ѿ ̆Ὲ ȁ ᵰ ‗ ҬȂ 

 

Ԑ ῃ STAR Ύ̆ ץ Ạ ѿ Ḡ ̆ ᶫԅѿ ↓ ᴆ Ύ Ḥ ̆

ᶫԐ ᶫ ԍ CSA Ԑ └ ̂CCM̃ ̂CAIQ̃ ᵀ Ȃѿ֓Ԑ Ⱶ ᶫ

Ḥ ᵀ ᴆ̂ ᵀ Ȃ̃ 

 

2.1.2 ᴑҙ  

 

ᴑҙ ̂ERM̃ ῃ Ȃҍ ѿ ̆ ӈԅԐ

Ⱶ ᶫ Ԑ ӊ Ȃ ғ̆ҍ ѿ ̆ᵰ Ҍ ᵰ

ᵣ ᴋ̆ᵰ ᶫ Ȃ 

 

̆ Ḥ ץ ̔ 

× ISO 31000:2009 - ↕  

× ISO/IEC 31010:2009 - ᵀ  

ȍ NIST Special Publication 800-37 1 Ȏ̂ 2014 6 5 ̃ 

(http://nvlpubs.nist.gov/  nistpubs/SpecialPublications/NIST.SP.800 -37r1.pdf ) 

 

Ԑ Ҋ̆ ԍ ᴋ῍֣ ̂ ױ ῃ Ȃ̃

֓ ̆Ԑ ᶫ ѿ ᴋ̆ Ԑ ҩ ᴋȂ

⌠Ҍ Ԑ Ⱶ ӊ ̆ ֓ ’Ҋ ’ ≢ Ȃ SaaS ’Ҋ̆Ԑ Ⱶ ᶫ

http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r1.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r1.pdf
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̆ IaaS ’Ҋ̆Ԑ Ȃᵖ ̆ Ῥ ̆Ԑ

ױז̆ Ԑ Ⱶ ᶫ ᴰ ԅѿ֓ Ȃ Ԑ

’Ҋ̆Ӟ ѿ ̕ ’Ҋ̆ѿҩ ᵝ ѿ֓ ᴰ ԅῤ Ԑ

Ⱶ ᶫ ̆ Ҍ Ⱶ ᶫ ̆ῤ SLA ԅף Ȃ 

 

ERMᶭ ԍ ᴆ̆ ᴋ⅞№̆ץ ȁ

Ȃ ԍ ₃Ӎ ῃᶭ ԍ ̆ ץ Ԑ ᶫ ̆ ῀ ױז

ⱬȂᶛ ̆ ӈ ῃ ҉ ᵥ Ȃ ᶫ ᴆ̆

ץ ᶫ Ḥ ץ̆ ꜛẠ₮ ‗ Ȃ 

 

≠ ῏ Ȃ ᴪ ԍ ֟

̆ᵰҌ ҩ Ԑ ᶫ Ạѿҩ ‰ѿ ‗ ̆ ̆ ᵀ ҍ

֟ ᴇṿ ѿ Ȃ ҹῈ Ԑ Ⱶ ̆Ԑ ᴪ῏ ѿ֓῍֣

֟ ’̆ Ҍ ֟ ѿ Ȃ ̆ᵰ

ѿҩ ̆ ѿ ↓ Ԑ Ⱶץ ֓ ֟ҍ ֓ Ⱶ ῏Ȃ ⌠

Ԑ Ҍᴪ ᵰ ⱬ̆ ԅ Ȃ 

 

 

2.1.3 Ⱶ  

 

Ҍֽ Ҍ Ԑ Ⱶ ᶫ ̆ ғ Ԑ Ⱶ ט֜ ҉̆Ӟ Ҍ

Ⱶ ᵥ ȁ ⱬ Ȃ 

 

2.1.3.1 Ⱶ  

 

ᴆ Ⱶ SAAS  

’Ҋ̆ ∞ SaaS Ⱶ ᶛ Ȃ Ⱶ Ḡ

֓ ’Ҋ └ ⱬ̆ᶛ ̆ Ữ̆ ᴰ ץ̆ Ҭ

’ȂSaaSʟ ⱬ ̆ № ңҩ ̕ ѿҩ SaaS ᶫ ̆

∞ ȂᵖҌ ̆ SaaS ᶫ Ҋ
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ⱬ Ȃΐᵣ ̆ SaaS ᵬ ̆ ҩ

ֽ ԍ Ԑ ᶫ Ȃ 

 

Ⱶ PAAS 

Ⱶ ץ ⱴ ̂ ῏ ⱬӞ

ԅ Ȃ̃ᵖ ᴋᵥῒז Ⱶ ᵞȂ ҹ PaaS

ꜚⱬ ᶫѿҩ ѿ ⱬ̆ ᴪ Ȃ 

 

PaaS ᶫү APĬ PaaS ᶫ Ӟ ץ ѿ֓ SLAs

’ȂӞ ̆ Ԑ Ⱶ ̆ ₮ԅ └

ⱬ̆ץ Ȃ 

 

Ⱶ IAAS  

 

Ⱶ Ԑ ᴰ Ҭ Ⱶ̂ ѿҩᴰ Ҭ

Ⱶ̃̕ ꜚ̆ ץ ≠ Ȃ ̆ ѿ

֓ ҙⱵ ῏ ̆ 1Ҭ ̆ ̆ Ȃ 

 

̆ ҙⱵ ҍᴰ Ҭ ̂

ȁ ȁ ȁ ̃ ѿ Ȃ ᵌ Ӟ ̆ᵖ ֓

Ԑ ῃҌ ̆ Ȃᶛ ̆ └

ץ ץ̆ ≠ Ԑ ΐ └ Ȃ 

 

2.1.3.2  

 

Ὲ Ԑ 

 

Ὲ Ԑ Ҋ̆Ԑ Ԑ ᶫ ⱬ ᵞԅ̆ ҹԐ ᶫ

Ԑ ȁ ῏ ֲ ῒז ѿ℗Ȃ ғ̆Ԑ Ӟ ᵞԅ Ԑ ᶫ ∞
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ⱬ̆ ᴪ Ԑ ⌠Ԑ ⱬȂץ

Ὲ Ԑ ̔Ԑᶫ Ҍ ҹ ѿҩԐ ᶏ ѿ ̆ └ѿ

ᵬȂ Ҍ ̆ ᴪ ⱴ ̕Ԑᶫ ̆ ғ

ᶏ Ὲ Ԑ Ԑӊ № Ȃ Ԑ Ҋ̆ᾛ ῃ └̆ᵖ ԍ

ⱴԅ Ȃ 

 

Ҍ ᵰҌ ∞ᵰ ̆ᵖ ⌠ ѿҩԐ ᶫ

̆ ᵰ Ҍ Ԑ ᶫ ̂ Ӟᴪ Ҍ ῃ ’̃̆ ̆

ᶏ ף ׆̆└ ⁞ ⱬȂ 

 

’ ᵌ ⱵȂ ᵰᶏ ѿҩ /ᶫ ̆ᵰ ӈױז ҙⱵ

Ȃ ᵰ ᵰ ᴆ ̆ט֜ױז ױז ῃӈⱵ̆

Ⱶ Ȃ 

 

 

Ԑ 

 

Ὲ῍Ԑ Ҍ ѿ ̆ ԐӞᴪ֟ Ȃ ѿҩ ᾛ ҈

/ Ԑ̂ ̃̆ ’Ҋ ’ҍᴋᵥῒז ᶫ ᵌ

Ȃ Ҭ ӈⱵ ᴋ Ȃ 

 

ᵰ └ ̆ᵖ Ḡ ױ └ׅ Ȃ Ὲ῍

Ⱶ ᶫ ̆ ꞉ ῒ Ⱶ ⱬ̆ Ԑ↕ ץ ᶫῒז

ȁ ⱳ Ԉⱬ̆ᵖ ҬӞᴪ ֟ Ȃ ∞Ҭ

̆ Ḡ ⱬȂᶛ ̆ ᶫ Ԑ ѿ ῤ Ḡ

̆ ῏ ῏ ⱵȂ 

 

ῤ Ԑ ѿ ῤ Ⱶ ̂ᴑҙ ῒז ᵝ̃ ᶫ

Ԑ Ⱶ Ȃ 
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Ԑ 

 

Ԑ ̆ Ԑ ᶫ ῤ ῍

Ὲ῍ └ ȂԐ ңҩԐ Ҭ ⱵȂ ң

’Ҋ̆ ᵣ ң ֜ Ȃᶛ ̆ Ҭ Ғ

⌠ Ԑ ̆ ‗ ңҩ Ȃ 

 

ԍ Ԑ ҩ ῍֣ Ҍ ̆ ᵈ⌠ ҩ ӊ ῏

̆ Ҍֽֽ Ԑᶫ Ԑ Ȃ ԅῈ Ԑ Ԑ ̆ ≠ץ

ῒז ΐ̆ ѿ Ὲ Ԑ ᶫ ̆ᵖ ԍ ̆

Ԑ Ȃ Ӟ ῏ ̆ Ⱶ῏ ץ̆ ᵥ └ Ȃ 

 

 

2.1.3.3 Ԑ  

 

Ԑ ᴑҙ ≠ Ȃ ֓ ҊԊ ̆ Ὲ Ԑ Ԑ

’ ̔ 

 ̧ ֟ ῏ └ ̆ Ҍ └ Ԑ ᶫ ῤ

Ȃ 

 ̧ ԍ ӎ ̆ ȁ ᵀ ᶭ Ȃ 

 ̧ ԅ ῏ Ҥ ȂԐ ᶫ Ҍ ױז ֟

Ⱶ̆Ḡ Ԉⱬ̆ ֓ ⇔ ᴪ ∆ ̆

̆ ᵀ ҬȂ 

 ̧ Ԑ Ԑ ᶫ ̆ ᴋ῍֣ ̆Ԑ ᴪ⁞ ̂

῏ ᵞ̃̆ Ԑ ᶫ ȂԐ ᴋ̆ᵖѿ

ץ ѿ֓ Ȃ 

 

 

2.1.3.4 Ԑ ΐ 

 

Ҋ ꜛԍ Ԑ Ҭ ᶫ Ȃ ᶭ ȁ

ȁ Ȃᵖѿ℗ ׆ ᵀ ̔ 
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ᶫ ᵀҹԐ ⅞ ԅ ̔ 

ѻ ᴆȂ 

ѻ ῒ ῃ ᴆȂ 

ѻ ᶫ ῏ ᴋᵥ ȁ ȁ Ȃ̂ 3̔ Ȃ̃ 

ѻ ᵰ Ḥ ֟ ῤ ᵀ Ҭ Ⱶ Ȃ 

ѻ ᵀԐ ᶫ ᵣ ’̆ ̆Ḥ ̆ Ȃ 

 

 
 

 

 

ᶫ ᵀ̆ץ Ḡ ױ ₮ ̔ 

 

ѻҌ Ẋ ѿ ᶫ Ⱶ / ᵀ ‰Ȃ ױ ᴪ Ȃ 

ѻ ̆ ᵀ ꜚ ᵀ Ȃ 

 

Ԑ ᶫ ⱬӊ ̆ᵩҊ ᵩ Ȃ ᵩ ץ

└ ̂ᶛ ⱴ ̃ Ȃ └ ΐᵣ ̆ Ԑ ᶫ ȁ

Ⱶ/ ȁ Ⱶ ҉ ≢ Ȃ ᵰ ԅ ᵀ ᵰ

└ׅ̆ ҍ ̆ᵰ ѿ ȁ ȁ Ȃ 

 

Ḡ ̆ᵖ ѿ Ҍ └̆ ≢ Ḥ Ȃ ץ

ѿ֓ҍѿ Ԋᴆ ῏ Ⱶ ̆ᵖ ԋ Ԋᴆ̂ ̃ ꜛ̆ ≢

֟ ץ ̆ Ȃ׆Ḡ ̆ Ḡ Ӟ ѿ

ᶫ  
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ҩ ῐ ̆ᵖ ῒז Ḡ Ҭ ̆

Ḡ ̆ ễӞ ҍҺ Ԋᴆ ῏ Ҍ Ȃ 

 

 

2.2  

 

ѻ Ԑ Ⱶ ῃ ᴋ῍ Ȃ ῏ ҙ ᶃ ȁ

‰ ̆ ѿҩԐ / ̆ɒ CSA CCMȁCOBIT 5ȁNIST RMFȁISO / IEC 27017ȁ

HIPAAȁPCI DSSȁ GDPR Ȃ 

 

ѻԅ ᵥ / Ȃ 

Â ӊ╠ ץ̂ ᴋᵥ ᴆ Ȃ̃ 

Â Ҍ Ẋ ץ ҍԐ ᶫ ̆ᵖ ӞҌѿ ᶏ ᶫ Ȃ 

Â Ҍ ̆ ғᵰ ҹΐ ̆ Ӈ ῒז └

̂ᶛ ⱴ Ȃ̃ 

 

ѻ Ԑᶫ ᵀ Ȃ 

ѻ  ̔

Â Ȃ 

Â ᶫ ᵀ Ȃ 

Â ᴆ Ȃ 

Â ᵀȂ 

Â Ⱶ Ȃ 

Â ⱬ ץ̆ ᶏ Ԑ Ⱶ Ȃ 

 

ѻԐ ᶫ Ῥ ᵀ ̆ ꜚ Ȃ 

ѻԐ ᶫ ᶫԐ Ȃ 

Â ᶛ ̆CSA STARΎ Ȃ 

 

ѻ ҍ ΐᵣ ֟ ֓ ֟ ⱬ ѿ Ȃ 

ѻ ѿ ΐᵣ / ץ̆ ᵀ ҩ ‗ Ȃ 

ѻ └▼ᵩ Ȃ 

ѻ ׅ ▼ᵩ ̆ Ȃ 

ѻ ԍ ֟ ̂ᶛ ҍ № ῏ ȁ̃Ԑ ᶏ ’ ’̆ᶏ ΐ ‰

ᶫ Ȃ 
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D3: ̆ ҽ  

 

3.1  ׃ 

׃ Ԑ ѿ֓ ̆ ᶫԅ ѿ ̆

⌠Ԑ҉ ȁ Ԑ Ⱶ Ҭ ѿ֓ ץ̆ ᵣ

ῤ ҽ Ȃ 

 

ֽ ₮ԅ ̆ Ҍ ᶫ Ȃ ҳ

̆ ᵰ‰ ҍ ̂ ̃ᵰ

Ȃ ѿ ̆ ̆ ӊ╠̆

῏Ḥ Ȃ 

 
ҊҺ ̔ 

 

 

 ̧ Ԑ Ⱶ ̂ ̃ 

 ̧ ҈ Ữ Ԑ҉  

 

ԅ / ѿ֓ῤ ̆p ῏ῤ ῀╩ D4

D5ң №Ȃ 

 

ҹ Ԑ ҍ ╠ IT ̆ Һ ῏ Ὲ Ԑ

҈ Ԑ Ȃ 
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3.2   

3.1.1  Ḡ /  

 
ῃ ̆ᴧ Ҍ ῒ ȁ ץ ῒ ̆ ױ Ὲ῍

Ḡ ҩֲ ȁḤ ῃ Ȃ ֓ № ᶭ

̂Organization for Economic Cooperation and Development ̆ OECD ̃ ῃ

ץ̆ ֒ ̂Asia Pacific Economic Cooperation ̆ APEC̃ Ȃ 

 

ҩ Ԑ ᶫ Ԑ ̆ ᴪ ҳ Ҍ

̆ Ҋ̔ 

 ̧ Ԑ ᶫ  

 ̧ Ԑ  

 ̧ Һᵣ  

 ̧ ̆ ҍ ֓ қҌ Ȃ 

 ̧ ֓Ҍ ӊ ԑ ῒז ӥȂ 

 

 

 

 

 

ᶛ ̆ ֒ ȁ ȁ ≠֒ȁ ῌץ Ḡ ̆ ֓

Ҍ ̆ Һᵣ

∂  
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└ֲ ȁ ҩֲ ҡ ȁ

Ȃ 

 

̆ҩֲḤ Ḡ ᴑҙḠ ҩֲḤ ץ ῃȂ Ҍ

̆ɒ ҙ ȇ ҙ׆ ȈȁȇῈ῍ẫ Ȉȁȇꜛ

֟ Ȉץ ȇ ╕ Ȉ̆ ֓ Ύ ҙֲ ֲ Ḥ Ḡ

Ȃ 

 

≠֒̆ ᶏ Ԑ Ⱶ ңҩ῏ ԍḠ ȇ̔ Ȉ̂ the Privacy Act 

1988̃ ȇ ≠֒ Ȉ̂ ACL̆ Australian Consumer Law̃Ȃȇ Ȉ ԅҩֲḤ

Ḡ ץ̆ Ḡ ҩֲ ῏ Ḥ ⌠Ḡ ̆ Ḡ ֲӊ

῏ Ȃȇ ≠֒ ȈḠ ᾧ ᶫ Ҍ ҹ ᷅

Ȃȇ Ȉ ԍ ≠֒ ̆ ᶏԐ Ⱶᶫ ץ̆ Ҭ ז

’Ȃ  

 

(EEA)̆ ҉ ңҩҺ פ ԅ Ḡ ῏ ̂ ̔

EU Directives̆ ̆פ ѿ ̆ ῒ Ҭ ̃̆

1995 ȇ Ḡ Ȉ̂פ Data Protection Directivẽץ 2002 ȇ

Ȉ̂פ E-Privacy Directivĕ 2009 ḱ Ȃ̃ ֓ פ ῃ №̆ ᶫ

ᾟ№ ῃ ᴰ № Ȃῒ ҍ ̆ᶛ

ȁҬқ ץ ↓ Ӟ ‰↕ ᵌ Ȃ 

 

1995 ȇ Ḡ Ȉפ 2002 /2009 ȇ Ȉפ

῏ Ȃף 2016 5 4 ̆ ԅ ȇ Ḡ Ȉ̂ GDPR̃̆Ҍ

ԍ ̆פ ̆Ҍ ῤ ȂGDPR

2018 5 25 ̂ ҩ ῏ ̆פ ҩ 2018 5 6 ╠ Ȃ̃ȇ

Ḡ Ȉ ף 1995 ȇ Ḡ ȈȂפ ԍ ף 2002 ȇ Ȉ̆פ

ȇ Ȉ ∆ ̆ῒῤ ̆ ῒ ᵬҹ GDPR

ᾟȂ 
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̆ ľ Ŀפ ̆ ῤ̆ Ὲ ῒ Ḡ ̆

ᶭ ̆ ץ └ └ ̆ ȇ Ḡ Ȉ

ҍ Ὲ ῏ Ὲ ̆Ԉ ҍԈ ҩֲ ᵣ῏ ℗

‗Ȃ 

 

ȁҬ ץ Ӟ ץ ᴠ Ḡ Ȃ ֓

ῃ ̆ ғ Ḡҩֲ ῃ ԅ Ḡ ֲ ҉Ȃ ֓

ᵝԍᵥ ̆ ≢ ҈ ᴰ Ȃ ̆ ԅⱴ ȁ ץ ᴶ ֒ Ḡ

₮ ̆ ȁӋ Ӟῃ ԅ Ḡ Ȃ ֓ Һ

⌠ ̆ ғӞ ֒ Ȃ 

 

ҙⱵ └ԍѿҩ ҩ Ḡ Ȃ ֓ ҹױז№

ҹ Ȃ ̆ Ⱶ ף ̂Gramm-Leach-Bliley Act (GLBA) 13̃ 1996

Ḡ ᴋ ̂Health Insurance Portability and Accountability Act ̆ HIPAÃ

῏ ӥץ ᶏױז № ῃ ̆ ғ

Ȃ ѿ֓ ҙ ‰̆ɒ ȇ ט ҙ ῃ ‰Ȉ̂ Payment Card Industry PCI 

Data Security Standards̆ PCI DSS̃̆ Ӟ № ᵌ ῃ Ȃ 

 

ԅ ֓ ᶛ̆ ᴧ Ữ ᶏ ҩֲḤ

Ȃ ֓ ῀⌠ҍ ҩ ҙ ꜚ ῏ ѿ ↓ Ҭ̂ᶛ ̆

21 ῏ Ḥ ֜ ῒ ᶛ Ȃ̃ ̆

ᶛ ᴪ̂Federal Trade Commission ̆ FTC̃ ̆

ѿױז̆ ’Ҋ ῃ └ Ȃ FTCҍ

̂Wyndham̃ ∞ᶛҬ̂FTC v. Wyndham, 799 F.3d 236 (3d. Cir. 2015)̃̆ FTC

ľץ ҙ҉ ῃĿҹ ᴑҙ ҩֲ ̆ ῒᵬҹѿҩҌῈ

ᶛ̂ ῀ԅ FTC Ȃ̃ 
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ѿ ̆ ױז ῏ ⌠ Һᵣ

҉Ȃ ֓ ↕Ḡ ̆ Ȃױז ῏ ̆ɒ H̆IPAA

Ḡ ԍ ẫ ⅞ȁ Ḡẫ ȁ Ⱶ ᶫ ץ ױז ף ֲ̂ ֓

HIPAA ҹ ҙᴩᵄ ֲ̃ ῒ̕ז ץ ᶏ ẫ ᵣ Ҍ HIPAAȂ

ῒז ҍ Ȃ 

 

̆ ̆ ᴪ Ⱶ ҡ ҍ

/ ῃ ῏ Ȃ ԍ ̆ ֓ ԍᴋᵥ

Ὲ ̂Ҍֽ Ȃ̃ ֓ ԍױז Ὲ ̆ ֓

ԍױז Ὲ ̆ ԍῒז ӎ Ὲ ̂

ᾥ ̔Tex. Bus. & Com. Code § 521.053(b).Ȃ̃ ֓ Ҭ̆ ≢

̆ ↕ ‰̂ᶛ PCI-DSS̆ ҉ ̃ ҉№ ᴋ̂ᶛ

̔RCW 19.255.020(2)(b).̃Ȃ 

 

Ҋץ № ҩֲ ᴰ ⌠ԐҬȁ ԐҬ ҍӊ ῏ ᶫѿ֓

ᶛ Ȃ 

  

 ῃ Ḡ ғ ԍ ҩֲ ӊ

ѿȂ ᶭ ȁ ̆ ᵣ Ȃ ᴧ

ץ ῏ ̆ᶛ GLBAȁHIPAAȁ1998 ᾙ Ḡ

̂ChildrenĽs Online Privacy Protection Act̆ COPPÃ̆ ҍױ

ᴪ ῍פ Ὲ Ғ ῃ Ȃ

ҍױז ҈ Ⱶ ᶫ ҬӞ ᵌ Ȃ

ᴪ 5 ̆ ᴪ ᴆҬ ԅᴧ ̆פ

ԍ ҌῈ ̆ Ὲ ľ Ⱶ҉

Ŀ̆ Ḡץ ῃ Ҭ̆Ӟᴪ ᵌ ̂פ Ȃ̃ᶛ

̆ FTCҍ ̂Wyndham̃ ∞‗Ҭ WyndhamῈ

ľ ҙ҉ ῃ ĿȂ 

 ᴧ Ӟ Ὲ ӈⱵҹҩֲ ᶫᾟ№ Ḡ ῃḠ

̆ ױז Ⱶ ᶫ Ạ Ԋ Ȃ ‗Ḥ ῃ

Ὲ ҍ Ⱶ ᶫ ӥ ῃ Ȃɒ ̆

ȇ ҩֲḤ Ḡ ‰̂201 CMR 17.00̃Ȉ Ȃ 
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‰ ᶛ Ἕ PCI DSSȁ ISO 27001 ‰Ӟ ᵌ ץ

Ȃ └ԍ PCI DSSȁ ISO 27001 ‰ Ὲ

‰̆ ᵌ ӈⱵᴰ ױז № Ḃץ └ ֓ ‰Ȃ 

 ȁ ֒ Ḡ

Ȃ ֓ Ҋ̆ └ֲ̂ ҍҩֲ Һ ῏ Һᵣ̃

ҩֲ ̆ Ҋ ̔ᶛ ̆ Һᵣ

ῒ Ȃ ֓ ԅ ҩֲ ᵣ

ӈⱵ̆ ֓Ḡ ῃӈⱵȂױז ԇҩֲѿ ↓ ≠̆ᶏױז ץ

ᴋᵥ ῒҩֲ ᵣȂ ѿҩ ҈ ף └ֲ̂

ֲ̃ ̆ ҈ Ӟ ҩֲ Ḡ ᴋȂ └

ֲ Ḡᴋᵥף ҩֲ ҈ ᾟ№ ȁ ҉

ῃ Ḡ Ȃ 

ᴋ ᶏ ΐᵣ ꜚ Ὲ̆ ҉ ᴋḠ ױז ȁ

ֲ ҩֲḤ ץ̆ Ḡ ֓ ᵬז ȁץ ҈

Ȃ ̆ ҩ ᴋ Ὲ ῒ Web ҉ ȁ Ὲ ҍ

҈ Ҭ ȁ ᴆ Ȃɒ ֲ

ῒ Ⱶ ̆ ѿ ҩֲ Ȃ 

 

̆Ὲ ҍ ̂ᶛ Ⱶ ̃̆ Ҭ Ḡ

̂ҩֲ Ὲ ȁ̃ᶏ └ȁ Ḡ ῃ ȁᶏ ⱴ Ạ₮ΐᵣ Ȃ

Ḡ ῒ ᵝԍԐҬ ̆ ᴪΐ ⱬ

ȁ ῒ ῤ Ạ₮ Ȃᶛ ̆Ὲ

ԍ Ȃ ԐҬ ԍ ױ Ȃ 

 

ᾛ ֓ҩֲ Һᵣ ױז ҩֲ ȁḱ −

Ḥ ̆Ԑ Ⱶ ᶫ Ӟ ᾛ ῒҍ Ԑ Ⱶ῏ Ҋ ᶏ ȁ

ḱ − ≠Ȃ 

ᴰ  פ

ῃҕ ȁ └Ḥ ᴰ₮ Ȃ ֓ ’Ҋ̂ᶛ

’̃̆ Ḥ ᶫ ҩֲḤ ȁץ ᾟ№ Ḡ

ᾛ Ḥ ᴰ Ȃ ᾟ№Ḡ ԍ̔ Ḡ ֓ ᴰ ⌠≢

ҩֲ Һᵣ ֣ץ ᵌ ȁ Ҍᵞԍ ᴰ ╠

ᶫ ≠ Ḡ Ȃ ̆ ῀ֲ ₮ֲӊ ѿҩ

̆ ѿ ῀ֲᴰ ̆ Һᵣ ≠ᴪ ⌠Ḡ Ȃ 

 

ԍԐ ̆ ῒ ȁ ץ ῒֲז ҩֲ ᵝԍᵥ

Ḃץ̆ ‗ Ḡ ⱴ ῒ └Ȃ 

 

ᶭ ̆ Ḡ ᾟ№Ḡ Ҥ Ȃ ֓ ’Ҋ̆

ᾢ Ḡ Ғ Ȃ ῒז ̂ῖ ֓ Ḥ

└ ̃↕ ᴰ ⌠ Ȃ 
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3.1.2 ҍᶫ  

 

ᴰ ⌠ԐҬ ̆Ḡ ץ Ḡῒ ῃ ֲ Ḡ ֲ ̆

ᶏ ֓ ’Ҋ ҩ ᴋ ҍֲז῍֣Ȃ Ḡ ֲᶭ ҈ ̆

ῒ ԍᴋᵥ ҡ ȁ ׅ ᴋȂ Ḡ ֲҍԐ Ⱶ ᶫ ѿᴍӥ

̂ ̃ ̆ ӈ ȁ ҍ ≠ ῏ ᴧ

̆ ҉ Ȃ ≢ᾛ ᶏ ץ̆

Ȃ 

 

҉ ȁ ȁ ץ‰ ῏ ᶃ Ӟ Ḡ ֲ ̂

╠̃ ῃ ̂ ̃̆ ץ Ḡ ֓ ᴋ ⌠ Ȃ 

 

3.1.2.1  ῤ  

 

Ὲ ױז Ḡ ֲȂ ҉ ̆ ȁ ȁ

҈ Ȃᶛ ̆ ľ ҙᴩᵄĿ ⱴ ӈⱵ ’Ҋ̆

HIPAAḠ ẫ Ḥ Ҍ ⌠ ҈ ľ ҙᴩᵄĿȂ ԍ ̆

̆ Ҍ ᶫľ Ḡ Ŀ ҩֲ ̆ Ȃ 

 

῀Ԑ ӊ╠̆Ὲ ᵀ ȁ └̆ Ԑ ֜ ῏

Ȃᶛ ̆ ῒҙⱵ ᾛ ᶏ ץ̆ ᵥ ᴆҊᶏ Ԑ

ⱵĿ ľῒҙⱵ Ὲ └ ⌠ └ Ȃ 

 

Ὲ Ḡ ᶏ ̆ ԍ └ᴰ ҈ ̆ ᶏ ҈

Ⱶ ᶫ Ȃ Ὲ Ḡ Ḡץ̆ ҩֲḤ ҙ ̆

Ԋᾢ ̆ № Ȃ Ὲ ⅞ № ҈ ̆↕ Ὲ

ᶏ Ԋֲ̆ Ȃ └ ’ ԍ ⌠Ԑ Ⱶ ᶫ

Ȃ ’Ҋ̆ Ԋᾢ ̂ ̃̆ ⌠Ԑ ҍ ӊ

ᶏ Ȃ 

 

ῒז ’Ҋ̆Ὲ Ḡ ̆ Ҍ ⌠Ԑ̆
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Ȃ ’̆ᶛ ҍ ῏ ᴆ̆ ̆

҉ ȁ ⅞Ȃ 

 

̆ Ҭ ľ ӈⱵĿ ľ ᴋ ⱬĿ ᴪ Ὲ Ԑ Ⱶ ᶫ

ѿҩ ץ̆ Ⱶ ץ ⱬḠ ῒ ֟Ȃ 

 

3.1.2.2  ȁ  

 

Ԑ Ҍ Ȃ Ҍ ғ ҍӊ Ȃ Ԑ Ⱶ ȁ

ᵀ̆ץ Ḡ Ⱶ ᶫ ԅ ῃ ̆ ғ ⌠ Ȃ

̆ └ ᴪ ⌠ѿ ⌠ Ȃ 

 

̆Ὲ ȁ ץ ל ץ Ȃ ‗ ῐ

ῃ ȁ ₮ Ȃ ҍ ȁ ȁ ῒ ̆

ғ Ḡ Ḡ ӊҊ̕ ғ ̆ ḠӞ Ҍ

ӊ ⌠ᵝ ῃ Ȃ 

 

3.1.2.3  

 

ᴋᵥ ӊ╠̆ ῏ № ҙⱵ ῏  - 

̆ ѿ Ԑ ᶫ Ԑᶫ ȂԐ Ⱶ ӯ Ḡῒԅ ῒ ӯ

ⱵȂ ῀ ‗ԍ ’Ȃ ѿ

ȁѿҩ ̆ ѿҩ ‗ԍ ΐᵣ ȁ ȁ ȁ

ῒז ᶏѿҩ ᵬľ Ŀ ľ ĿȂ 

 

̆ ̆ ᵀ ᶫ Ⱶ ̆ Ⱶ

Ḥ Ŀ̆ ̆ Ⱶ ̆ ̆ Ҭ

ᵝ Ȃԅ ᶫ ᴇṿ Ȃ Ԑ ᶫ ᴪ Ȃ

ץ̆ ᵀᶫ Ӟ ᴇṿ Ȃ 

 

’Ҋ̆Ԑ ᵀ Ⱶ ȁ ȁ ̆

̆ ῃ ̆ҍ ̂ Ύ ̃ ḠԐ ᶫ ᶫ ᴆ ῒ

Ȃ ̆ ̔ 

 ̧ Ⱶ ̆ ԍᶏ ̙ 
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 ̧ Ⱶ ᵥ ̙ 

 ̧ Ⱶ ᵥ ᵬ ᶫ̙ 

 ̧ ҍῒז ̙ 

 ̧ ᵥ Ḡ ᾧ ῀᷅ Ȃ 

 ̧ ᴇ ᵥ ̙ 

 ̧ Ԑᶫ Ὲ ̙ 

 ̧ Ԑᶫ ₃ Ḡ ҙⱵ ̙ῒ Ⱶ ’ ᵥ̙ 

 ̧ ᶫ ֓ Ⱶ ̙ 

 ̧ ᶏ ָӇ ῃ ̙ 

 ̧ ῃ ’Ҋᴪ ָӇ̙ 

 

ԍᴋᵥ ̆ Ԑ Ⱶ ᴆ̂ ᴆ̆

Ȃ̃ ԍԐ ῒ ̆ ҹѿ֓ᶫ ᴆ Ҍ ∞ Ȃ ֓

’Ҋ̆Ὲ ‰ ₮ᵬץ̆ ‗ ᶏ Ҍᶏ ᶫ Ȃ 

 

3.1.2.4 ∞ 

 

Ԑ ‰ Ȃᴧ Ԋ ⁞ץ Ԋֲᶏ Ԑ

ⱵҬ ̆ ҙ ̆ Ҍ≠ Ȃ 

ה ̆ ᶏ ῤ Ҍ Ȃѿ ̆ ҉

∞ Ȃ ᶏҌ Ạ⌠ ѿ ̆ ҩԐ Ⱶ ӯ Ȃ

Ҍ ӎ ֓Ḡ ĿȂ ’Ҋ̆ ҉ Ḡ

ҍ ≠ ӊ Ȃ  

 

3.1.2.5ᶭ ԍ ҈  

 

4 Ҭ ׃ ̆ᵖңҩ / ȂԐ

Ҭ ҈ Ḡ ҍԐ ᶫ ̆ ᾛ ѿҩԐ

Ԑ ӊ҉ ‰ ⱵȂ ԍᶫ ᵀ Ҋץ

῏ ̔ 

ѻ ᵀ Ȃ 

ѻ ᵀҬ ֓ ⱳ / ⱵȂ 

 

ᶛ Ԑ̆ Ⱶ ᶫ Ữ֟ Ҍ HIPAÂ ᶫ Ҍ

ҙⱵ ᵬ ̂HIPAA Business Associate Agreement ̆BAÃ ̃̆ Ⱶ ῒז Ⱶ
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HIPAA Ȃ 

 

3.1.3 ҽ  

 

ԅ Ȃ ľ Ŀ ↕̆ Ҭ Ԋֲ ץ

ֲ ᴆ̆ ᴆȂ ≢ ̆ ᴆҬ Ҍ ԍ ֓ ∆ ҹ

ᴆ̕ ̆ ԍ ᴆ ∞ҹ ̂ ῏ Ȃ̃

Ԋ ↕̂Federal Rules of Civil Procedure ̆FRCP̃ ↕ 26Ȃ 

 

̆ Ҍ Ԋֲ − ȁҡ ȁ ḱ Ҍ≠ԍ Ȃ

֓ ’Ҋ̆ Ԋ ↕̂Federal Rules of Civil Procedurẽ ̆ ҹ

ᴋ ̕ ֓ ’Ҋ̆ ץ ԇѿҩľ Ŀ̂פ Ẋ

̆ ῒҬ ԅ Ȃ̃ FRCP ↕ 37Ȃ ԍ

̆FRCP ҹ Ԋֲ ᴋ̆ ≢ ỮḤ ’Ҋ̂electronically 

stored information̆  ESĨȂ 

ԍԐ ҹ Ҭ ỮḤ ד ̆Ԑ Ⱶ ᶫ ױז

ה ⅞ ᵥ ≢ ᴆ ̆ҹԅ Ԋ ↕Ҭ

Ҥ ̆ Ӟ ҍ ֓ Ȃ 

҉̆Ԑ Ⱶ ᶫ Ҋ↓ ̆ ѿҩ ľ Ŀ ̆

ғ ῏ ԍԐ Ⱶ ᶫ Ȃ 

 

3.1.3.1 ֟ȁḠ └ 

 

̆ ӈⱵ ῏Ḥ ̆ ԍῒ ȁḠ └

Ȃ ҈ ῏ ̆ ᶏ Ԑ Ⱶ ᶫ ̆ѿ ӞҌᴪҹѿ Ԋֲ

Ḥ ӈⱵ̆ ֓ Ȃ ̆ Ԑ Ⱶ ᶫ

ᴪ └Ҋ̂ᶛ ̆ ̆Ԑ Ⱶ ᶫ ԍ ⇔ ֓

ᾝ Ȃ̃ № ֓ ᶫ Ҍ ᶫ ⌠ ᶫ ≠ ȂԐ Ⱶ ᶫ ᵬ

ҹḤ Ԑ ̆ῒ ӈⱵ ҩ ֗ ‗ Ȃ 

 

3.1.3.2 ῏ Ԑ  
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̆ Ԑ Ԑ ҍ ‗Ԉ ῏Ȃ ’Ҋ̆Ԑ

Ԑ ₮ └̆↕ ᴰ ῒז ⌠ ᶫ Ȃ  

 

3.1.3.3 ΐ 

 

ԍ Ԑ Ҭ̆ Ҭѿ ᶏ ΐȂ ̆

ⱬ ԐҬ Ȃᶛ ̆ ץ

Ⱶ ҉ ᴆ ̆p Ҍΐ ԐҬ ᴆ ⱬȂ ̆

Ȃ ѿ ҉̆

ᾟԐ Ⱶ ̆ ҩ ץ ╠ ‗Ȃ ↕̆Ԑ ῒז ̆ΐᵣ ‗ ҩ

̆ Ԑט ᶫ Ⱶ ץ̆ Ȃ 

 

3.1.3.4 Ḡ  

 

ѿ ̆ ѿ ӈⱵ ̆ ῒ ȁḠ ȁ └ῒ

Ḥ ̆ Ḥ ḱ ̆ ҍ ‗

῏̂ ҉Ӟ ҹľ Ḡ Ŀ̃Ȃ ᶏ Ԑ

Ⱶ Ԑ ̆ ԐҬḠ ҍ ῒז IT ҬḠ ץ ᵌ̆Ӟ ץ

Ȃ 

 

Ḥ̆ Ḡ ᴪ Ԋᴪ 2006  3  15 2006/24 פ/EC ̆

̆ ̆ ⱴ Ӟ ᵌ Ḡ Ȃ ̆ №≢ ᶛ

̂Azeredo Bill̃̆ Ḡ  2004̂ Argentina Data Retention Law 2004̆̃ץ 2004  

Ȃפ 25.873  6  2 ̆ ԍ Ԋֲ ‗ ̆ ֓῏

ῤ Ԋ 37 ⌠ԅ ‗Ȃ  

 

3.1.3.5 Ḡ Ḡ ӈⱵ 

 

ԅ ԍ ῏ԍ Ḡ ӈⱵ̆Ὲ ֓ Ḡ

Ȃ Ḡ ῏ Ŀ ѿ ῤḠ Ȃ  
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Ữ̔Ḡ ץ Ḡ Ȃ Ⱶ ̂service level 

agreement ̆SLÃ ָӇ̙ Ḡ ₮ Ⱶ ̆ᴪ ָӇ

’̙ Ḡ ̆ ט Ữ̆ץ ץ ᴇ̙ף Ⱶ

Ҋ Ữ ̙ Ҋ Ҋ ׆̆ ץ Ḡ ̙

֓ ҹ ⌠Ԑ ѿ №Ȃ 

 

Ḡ ̔ ֽ ԐҬ ῏Ḥ ̆

₮ ҍ ῏ȁ ᶫ Ḥ ̆ Ҍ֣ ԐҬ Ҭ

Ȃ̂ ℗ └ ̆ Ҭ ⌠ ‗ȂĿȂ̃ ̆ ץ Ḡ

῏Ḥ ̆ Ḡ ̂over-preservẽ ᵬҹ Ḡ ̆ ‗ԍ Ȃ 

 

̂ ̆ Ҭ̆ ֓Ḥ ᵬ ֓ Ҍ ᵬҹ ֜ ѿ №Ȃ

ҩ ̆ ҹ ᴆ ̆ ץ ễ ᵬֲ ̆ ֓ ’Ҋ̆ Ғ

Ȃ ᵥ ֟ Ḥ № ̆ ѿҩ Ҍ ╠ Ȃ̃ 

 

ꜚ ῍֣ Ữ̔ ̆ ̆ ֲ ғ

ᵥḠ ̆↕ ԐҬḠ Ȃ ̆ Ԑ Ҭץ ḱ

̆ ҍ ⌠ Ḡ ֲ῍֣̆Ḡ ⱴ Ȃ ֓

῏ ̆ ғ Ḡ ̆ ҍᶫ ᵬ ץ̆  Ḡ ֓ Ȃ 

 

3.1.3.6  

 

ԍ ӎ └̆ ԐҬ ̆

̆ Ȃ ≢ ῒԐҬ Ҍΐ ̆ ⌠

ҍԐ Ҭ ץ̆ ₮ ‰ ̆ ᴪ ⱴ Ȃ 

 

̔ ’Ҋ̆ ῒ ԐҬ ‗ԍ Ⱶ Ȃ

ᴪ └ῒ ȁץ ⱬ̂ ̆ҍ ῏ ᾝ Ḡ ѿ Ȃ̃

Ԑ Ⱶ ᶫ ԅ ҩ ̆  ᾛ ’Ҋ̆ҹ

̂ Ȃ̃ ֓ ̆ ֜ ̆ ԐҬ
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Ȃ ̆ᶭ FRCP 26̂ B̃ ̂2̃̂ B̃ ̆ ̆ Ԋֲ

Ḥ Ҍ Ȃ ̆ ᶏ ̆ ץ ׆פ ֓ ̆

֓Ḥ ҹָӇ ̆ ↕Ӟ Ҍ Ȃ 

 

ľ̔ԐĿ ᵝ ᵝ Ἕ Ҍ Ȃҹԅ ῃ ̆ᶫ Ҍ ᾛ

ױז ᴆ̆ ≢ Ҭ ⌠ῒז Ȃ ᶏ ԐҬ̆

Ӟ ̆ ֓ └ Ȃ( ̆FRCP 26(b)(2)(b)ץ

Ҍ Ȃ) ̆ Ԑ Ҭ ‰̆ ԍ

№ ̆ Ҍ ᶫ ῏Ḥ ᵝ№ Ȃ 

 

̔ ץ ῒ׆Ԑᶫ

‰ ̆ ῒ ҙⱵ Ҍ ΐᵣ Ḥ Ȃ ҩ ҍ ԐҬ

‰ ȁ № Ȃ 

 

̔ ԍ Ữ ̆ ѿ֓ ᶛ

ԐҬ Ữ ԐҬ Ȃ ̆Ԑ Ԑ ᶫ

№ Ḥ ῏ ȁ ȁ ῏ Ȃ 

 

3.1.3.7  

 

Ԑ ̆  IT Ҍ Ȃ̂ Ԋᴆ

̕ Ԋ ҉̆ Ԋ ᴆҬ ѿ̆֓ ᾛ Ҋ IT ҹ̆ԅḠῃ ̆

ҙ Ȃ̃ Ԑ Ҭ̆ Ҍ ̆ Ҍ ̆ № ѿ

Ҍ Ȃ ̆ ԍ ᴆ Ҍ ῒ ȁḠ └ӊῤ̆ ᶫ

̆ ҍᶫ ץ Ȃ  

 

3.1.3.8  

 

Ԑ Ⱶ ᶫ Ữ ԐҬҌ └ Ғ ҬȂ
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’Ҋ̆ESI └ ‰ ̂ PDF ᴆ̃̆ ҍ Ԉ ῏ ̂

ᾝ ̃ Ḥ ҡ Ȃ ’Ҋ̆Ԑ ̆

ҹױז ֟ Ḥ Ȃ ’Ҋ̆ ῏ ̆ ֟

ᶫ ̆ ῏Ḥ ᶏ Ԑ Ҭ ‰ ̆ Ḡ ῏ Ȃ 

 

3.1.3.9  

 

’Ҋ ҹ Ȃ Ҍ ҹ ᴍ ̆

ᴍ ᴍ ѿҩ №Ȃ Ữ ԐҬҌ ץ̆

ҹ Ȃ Ȃᶛ ̆ ᴆҌ ҹ

Ữ Ὲ Ữ ԐҬ ҹ Ḥ Ҍ ḤȂ Ữ̆

ץ Ḥ׆ ⇔ Ȃ ῒז ’Ҋ̆ ₯̆

ҹ ⇔ Ữ ԐҬ̆ ᴆҌ ҹ Ḥ Ȃ 

 

3.1.3.10 ᶫ ӊ ᵬ 

 

ᶫ ׆ ᵬ ѿ ̂ ̃ Ⱶ Ҭ

̆ ױז ῍ ≠ Ȃᶫ Ⱶ ᴨ Ԑ֟

ľ̂ Ŀ̃Ȃ ᵥ̆ ᶫ ѿ ̆ ᴋᵥ Ԋ

ᴆ ԑ Ȃ 

 

3.1.3.11 D  פ

 

Ԑ Ⱶ ᶫ ҈ ᴰץ ȁ פ פ ῒ ᶫḤ ̆

Ȃ ̆ Ḡ Ḡ Ȃҹ ̆

Ԑ Ⱶ Ԑ Ⱶᶫ ⌠ᴰ Ḥ Ὲ ̆ Ὲ

Ȃ 

 

Ԑ Ⱶ ᶫ ᴪ ῒ ̆ ᶫ Ҭ ᴋᵥḤ

Ȃ Ạӊ╠ Ԑ̆ Ⱶ ᶫ Ḡҍ ̆ Ҋ̆
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ȂԐ Ⱶ ᶫ ῒḠ Ḥ ╠ № ̆

ץ Ḥ ῒ Ȃ ֓ ’Ҋ̆ Ⱶ ץ ̆ ҹ

ץ Ȃ 

 

3.1.3.12 Ḥ  

῏ԍ ỮḤ ̆ Ȃ ѿҩ

ᴪ ̂Sedona Conferencẽ̆ ESI ₮ ⱬ ₃ ԅ̆ױז

ѿ ῐ Ȃ ̆ ױז̆ Ҍΐ ⱬȂ 
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D4:  

 

4.1 ׃   

ῒҙⱵ׆ᴰ Ҭ Ԑ Ҭ ӊ ҳ ῃ ȂῒҬ

ӊѿ ᴧ׆ ᶛ ȁט֜ Ḥ ȂԐ Ⱶ ᶫ

֓Ҍ ᶛ҉ ≢̆ ҉ ץ̆≢

‰ȁ ≢Ȃ Ԑ № ̆ᶏ ԍ

ᵣ Ḥ Ȃ  

 

ԅԐ Ⱶᶫ ӊ ̆ Ӟ Ԑ ѿ Ȃ

Ώ ̆ ⌠ Ԑ҉ Ȃ ᴪ Ԑ

ҳ Ȃ ̆ Ԑ ҍ ԑ῏

ᴋᵥάԐέ ῏ ȂԐ ȁ ᶫ Ⱶ ғ Ҋ₃ץ ̔  

 ̧ Ԑ Ⱶ Ⱶ ᶫ ̆ Ԋᶛ

ԇ ≢῏ ȂԐ Ⱶ ᶫ ᴋ№ ̆ ᶫ ̂ ̔ᵰ

Ԑ Ⱶ ᶫ Ԑ Ⱶ ᶫ ̃ Ȃ ̆ῒҬ ᶫ ױז

Ⱶ ѿ № ҹ ̆ № ׆ץ Ҭ╧ ̆ᵖ ׅ

ᶫ Ȃ 

 ̧ Ԑ Ⱶ ᶫ ῒ ⱬ̆ ̆ ֟ ץ Ȃ 

 

ѿ֓ ⱴ Ԑ Ⱶ ≢῏ ̆ Ҋ₃ץ ̔ 

 ̧ ᶫ ᵬ ץ ᵥ ̂ ᵀ̃ Ȃ 

 ̧ ԅ Ԑ ᶫ ֓ⱳ Ⱶ ԍ ᵀ Ȃ 

 ̧ Ȃ 

 ̧ ҍ ӎԐ ᵬȂ 

 ̧ ҍ ӎ ᶫ ᵬȂ 

 

 

 

 

 



Ԑ ῏ ῃ v4.0 
 

Security Guidance v.4 © Copyright 2017, Cloud Security Alliance. All rights reserved  56 
Confidential for CSA members only ð NOT FOR DISTRIBUTION 

 

CSA 

4.1   

ף ‰ Ḡ Ḥ ῃ ᵬ̆Ӟ

ΐȂץ ԍ ΐ Ώ̔GRC̆

̂Governancẽ ̆ ̂Risk̃ ̂Compliancẽ Ȃ GRCҍ ℗ ῏Ȃ

ѿ ̆ Ḡ ῏ └Ȃᵖ Ҍ ԍ ̆ ӞҌ

ԍ Ḡ Ȃԍ ױ ̔ 

 

 ̧ ḠῈ ӈⱵ ̂ᶛ ᴑ̆ҙ ᴪ ᴋ̆ ̆ ̆ ̆

̆ ̃Ȃ ᵀ ̆ ѿ ᵀҌ

̆ ῒҍ ̆ ץ ҹᶭ

ễ ᴨᾢ ⅞̆ ꜚȂ 

 ̧ ̂ ̃ ῏ ΐȂ ̆ ᵀӞ ԍ Ҍ

‗ Ȃ 

 

֓ ῏ Ḃץ̆ Ғ Ԑ ῒ Ȃ 

 

4.1.1   

 
Ԑ Ⱶ̂ ᴋᵥ ̃ Ḥ ⌠ ȁ ҙ ᵣȁҙⱵ ῏ ῒז≠

῏ Ȃ ѿ ΐ̕ ῏ԍѿҩ ᵥ ᵀ̆

̆ ֓ῤ ΐȂ 

≢ Ḥ Ḥ ̆ ῒ ̆ ̆Ḡ Ὲ

Ȃ └ ӈⱵ ѿ ῃ ̆ ҹָӇḤ ῃҍ

Ȃ ̆ ῃ └ ѿҩ Ḡ ΐ̆ ғ ֓ └ ᴇ ῃ

Ғҙֲ ᵬȂ Ғ ῤ ᵀ Ӟ ᵀ ῤ Ȃ 

 
4.1.1.1  Ԑ ᵥ  

ҍ ῃ ѿ ̆ Ԑ ⱵҬ ѿҩ῍֣ ᴋ ȂԐ Ⱶᶫ ᴋ̆

ᵖ Ȃ ֓ ᴋ ̆ / ᵀ̆ ΐᵣ

Ȃ 
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Ԑ ̆ ῒ Ὲ Ԑ ̆ ᶭ ԍᶫ ҈ ԅ ז

ױ Ȃ ԍῈ Ԑ ᶫ ᶭ ԍ ױז̆ Ҍᴪ

Ȃ ̆ ᵌԍῈ ҉ Ὲ Ⱶ ҍױז̆ ҈ Ὲ

Ȃ ̆Ԑ Ҍᴪ ӈ Ȃױז

ᶭ ֓ ‗ Ⱶ ױז ᴋȂ 

 

Ԑᶫ ҙ ̆ PCI DSS̆SOC1̆ SCO2̆ HIPAĂ ᶃ

/ CSA CCM ῃ / EU GDPRȂ ֓ ҹ‰῀ ̂pass-through 

audit̃ Ȃ‰῀ ѿ Ȃ ҩ Ҭ̆Ԑᶫ ֓

Ⱶᶭ ‰ Ȃᶫ ֓ Ȃ ᶫ

̆ ‰῀ ̆ ԅ ῒ ̔ 

 ̧ ֓ ᶫ Ȃ 

 ̧ Ԑ Ⱶ҉ Ⱶׅ ᴋȂ 

 ̧ ᶫ / ⱵҌ / ᵀ ӊῤȂp

ѿ℗ׅ ῤȂ 

 ̧ ҹױז ̆ ᴋȂᶛ ̆ ѿҩ IaaSᶫ

PCI DSS ̆ ץ ҉ PCI Ⱶ̆ ᶫ

ᵀ ӊ Ȃ ̆ Ԑ ⱵҬ

̆ Ӈ ᴪ ҍ PCI ↕֟ ‖ ׆ ᵀ

Ȃ 

 
 

 

 

̆Ԑᶫ ӊ ̆ᵖ Ⱶ

ӊ҉ ѿ℗ᶭ ῤ 
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Ԑ Ⱶ Ҍֽֽ ‰῀ ̕Ԑ Ⱶ Ӟ⇔ ԅ Ȃ 

 

Ԑᶫ ᶫῃ № Ҭ Ҭ └ / Ȃp

Ḡ ῒ ῃ ׅ ᴋȂ 

 

ᴰ Ҭ ᴋ̆ᵖԐ ⁞ ԅ ֓ Ṝ ‖ Ȃ

̆ └ ’̆ ֲ Ҭ

’Ҋ̆ ץ Ҍ / └ Ȃ  

 

Ҍ ѿҩ Ԑ Ⱶᶫ ⱳ Ⱶ /

‰ȂԐᶫ ᴋ ӥ̆ ԅ Ȃ 

 

4.1.2   

Ḡ Ȃ ̆ ẫ ׆

ᶃ ȁ ‰Ȃ ῀ Ԑ Ⱶ ӊ╠̆ ױ ӈ

῏Ḥ ῃ  Ȃ 

 

Ḡ ῤ ̂ ≢ ̃ └Ȃ

ץ̆ ȁ ễ Ȃ Ḡ Ҍֽ ԍḤ ῃ̆Ӟ

֓ҍḤ ῃ ῏ ̆ Ҭ ᵀ ῃ └ Ȃ ῤ

ᵀ ץ└ Ḡ ῤ Ȃ 

 

̆ ӈԅ ᴇ ̂ ҍ Ⱶ ̃ └

̂ ҙ ‰̆ ӈ ̆ ң ̃Ȃ ҈ ̆ ᵬҹץ

Ȃ Ԑᶫ ᴇ ᶏ ѿҩ῏ ΐ̆ ҹԐ Ҍ

ץ Ԑᶫ ᵀȂ 

 

ᵀ ῏ ꜚ ̆ ȁ ȁ Ȃ 
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4.1.2.1  Ԑ ᵥ  

ѿ֓Ԑ ӟ ԅ ҈ ᶫ ̆ᵖԐ ҍԐᶫ ᴪ

ԍ Ȃ ԅ ̆Ԑᶫ ҩ ᶫ Ⱶ

Ṝ̆ᴪ̂ ғ ̃ ҹѿ ῃ Ȃ ҩ

ᴪ ῃ ̆ ≢ ᶫ ᶏ ѿ ῍֣ ֟

⇔ Ȃ 

 

ҍ ֓ᶫ ᵬ ᴪҌ Ҍᶭ ҈ Ҍ ױז Ȃ

‰̆ Ḡ ̂NDÃ Ҋ ץ ̆

ᵀ ῒז ᴇ ӊ╠̆ ῏ Ȃ ԍ

Ὲ ̆ ₮ԍԐᶫ Ȃ 

 

Ԑᶫ ̆ ׅ Ḡᶫ ӈⱵ̆ ᶫ

҈ ױז ӈⱵ̆ ῒ ᶫ Ҍᾛ ῒ ᵀ Ȃ ֓

ԍ ҙ ‰̆ ΐᵣ ᵀ └↓ Ȃ ӥ ̂

ᾛ ̃ ꜛ ᵀԐᶫ ȂԐ ῃ ̂Cloud Security 

Alliance STAR registry ̃ҹᶫ ᶫԅѿҩҬ Ḃᶫץ̆ Ὲ ֓ ᴆȂ 

 

ѿ֓ ‰ ԍ └ ⌠ԅ ̆ SSAE 16Ȃ ҩ ‰Ҍ

└ ̆ ץ ᴇȂ ̆ Ҍѿ ԍԐ Ⱶᶫ

ᶫ ⱵȂᶫ ֓ Ⱶ ⱳ ̆ ᴋ ԅ ᶏ

ᶫ Ȃ 

 

֓ ᵀ ̂ ᵀ̃ ᶫ Ⱶ ῤ ᴪ └̆

Ȃ ꜛᶫ № ᵀ ₯Ȃ 

 

ᵟ ԍ ҩ ҹȂ ѿҩľѿ Ŀ ᵀ̆

ᴋᵥ Ȃᶫ Ḡ ᴋᵥ ̆ ↕ ᶏ

ҳҌ Ȃ ̆ ᶫ Ȃ ̆ Ӟ ᴋ Ḡ
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ױז ᶭ ̆ ғ ᶫ ’ Ȃ 

 
 

 

 

̂Artifacts ̃ ȁ ᴆ ῒז ױז̕

ꜚ Ȃᶫ ᴋ└ Ȃ ץ

̆ ᶫ ᶫָӇ̆ ⇔ ӊ Ȃɒ ̆

ԍ PaaS҉ Ⱶ ̆ ץ Ҭ

ễȂ 

 

4.2   

 ̧ ȁ Ḡ Ȃ҉ץ Ҍ ᵬ ҩ ҉ ҹ̆ ‰

ҩ Ȃ ῒ Ԑ Ҭ̆ᶫ ’ ᴪ ⱴ

̆₃ӍҌᴪ ԍ ’Ȃ 

 ̧ Ԑᶫ ̔ 

Â ᴰ ױז ȁ ̆ ≢ ̔ 

É ᵀ Ȃ 

É Ҍ ῤ / ⱵȂ 

É ᵥ Ԑ ⱵȂ 

É ᴋᵥ ᴋ └Ȃ 

Â Ԑᶫ ῒ / Һꜚ ᴋᵥ Ȃ 

Â Ԑᶫ ҍ ̆ ᾧҹ ᴋᵥ ׆̆ Ȃ 

Â ҹ ᶫ ᴆ̆ Ҍ ꜚ Ȃ 

Ԑᶫ ̆ ᴪ
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 ̧ Ԑ ̔ 

Â ȁ Ԑ ӊ╠̆ ῃ ӈⱵȂ 

Â ᵀ ᶫ ҈ ̆ ῒҍ Ḡ ѿ Ȃ 

Â ԅ ᵀ ̆ └ / ⱵȂ 

Â ΐ Ԑ ֲ ̆ ῒ ‰῀ ᴪ ԍ

’ҊȂ 

Â Ḡױזԅ ᶫ ᶫ ̆ ֓ Ȃ 

É ᶫ Ҍᾟ ̆⇔ Ȃ 

Â Ԑ ῃ Ԑ └ ץ ᶫԐᶫ Ύ ȁ ῏ ׆ ץ ╠

Ȃ 
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D5: Ḥ  

 

5.1 ׃   

Ḥ ῃ Һ Ḡ Ȃ ᴑҙ Ԑ ̆ᴰ

ῃ ⌠ ԍԐ Ȃ ȁ ȁ № └̆

ῃ Ȃ ᴧ Ԑ Ҭ̆ ⌠ Ὲ῍ Ҭ̆

₃ ╠Ҍ Ȃ 

 

Ԑ ף Ḥ ѿ ̆ ⌠ ̆Ҍֽ Ḡ ̆

ғ Ȃ Ԑ ₃Ӎ Ḥ ѿ֓ ̆ᵖ ԍҍ

҈ ᵬ ⱴ̆ ≢ ⌠ ȁ Ὲ Ȃ 

 

Ḥ / ӈ̔ 

 

 

 

ױ ѿ׆ ↓ Ȃѿ֓ ῒֲז ⱴ ױ ̆ ȁ

ᵬᴩᵄ-ױז ԍ ױ ⱬ ױ ᵥ ᵬ ӈ ȂḤ

Ḡ ױ ױ ᴑҙ └Ȃ 

 

Ữ ԐҬ Ḥ ⌠  

 

 ̧ ̔ Ữ ҍῒ Ҍ Ḥ ῍֣ Ὲ῍Ԑ҉̆ ₮ԅ

ῃ Ȃ ᶏ Ԑ Ҭ̆ Ҍ ҙⱵ ᾝ῍֣ Ữ ̆

Ӟ Ҍ Ȃ 

 

 ̧ ῍֣ ῃ ᴋ̔ ῍֣ ῍֣ ῃ ᴋȂ Ҍ

Ȃ ̆ ≢ Ȃ 

Ḡ Ḥ ᶏ ȁ ‰ - τ ȁ ҙ  
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Â ̆ ӈ̆ ῏ԍ Ȃ Ҍ ῃ ȂẊ ᶫ

ᵰ ᵰ̆ ̆ ױז ׅ ̆ ‗ԍ ȁ Ȃ

Ὲ῍Ԑ ᶫ ̆ ̆ᵖ ‗ԍ Ȃ 

Â Ḡ Ȃ ѿҩ ᵰ ᶫױז ҩֲḤ ̆ ᵰ

≠̆ᵰֽֽ Ḡ Ȃ ᵰ ץ ᶏ Ȃ ᵰᶏ Ὲ῍

Ԑ ᶫ ױז̆ ҹ Ḡ ̆ ᵰӞ ᶭ ԍ

Ḡ ᴋȂ Ҍ ᵰ ᴋȂ ҉̆ ӈ ↕̂

└̃ Ḡ ↕Ȃ ҍḠ ӊ ̆ Ԑ ̆

≢ Ὲ῍Ԑ ’ҊȂ 

 

ԐҬ ̆ ױ ҈ ̂Ԑ ᶫ ̃ ῀ Ȃ 

 

 ̧ Һ ̔ ԍԐ ӈ ԅ ̆ ⱴԅ ̂

̃ ᴪ̆ ⁞ ԅ Ȃѿ֓ᶫ Ҍᴪ

ᵝ ԍ ≢̆ ֓ ’Ҋ └ └ Ȃ 

 ̧ ↕ ̔ ֓ ⌠Ԑ ҈ ᶫ

Ȃᶛ ̆ Ҍᾛ ῍֣/ᶏ Ԑ ᶫ ҉ ̆ ֓

ῃ ̂ ⱴ ̃Ȃ 

 ̧ − ̔ ҍԐ ⱬ ῏Ȃ Ḡ − ԅ ̙ 

 

⌠Ԑ ̆ Ԑᵬҹ Ḥ ᴪȂ ׂױ Ḥ ᵣ

̆ ҹ ױ ₃ ῤ ԍҌ Ȃ ⌠Ԑ ⇔ ԅѿҩ

ᴪ ᵥ Ḥ ⌠ ᵬ ȂҌ Ȃ 

 

5.2   

 

/Ḥ Ḡᶏ Ḥ ȁ ‰ Ȃ ȁ

ҙ ̆Ḥ Ҍ ̆ᵖ ẁױ ԍ֜ ᶏ ȂḤױ ᴇṿ

Ȃҹԅ ױ ̆ ᶏױ ңҩ Ԋ ̆ ҹ Ȃ 



Ԑ ῏ ῃ v4.0 
 

Security Guidance v.4 © Copyright 2017, Cloud Security Alliance. All rights reserved  64 
Confidential for CSA members only ð NOT FOR DISTRIBUTION 

 

CSA 
 

5.1.1  ԐḤ  

 

ױ Ҍᴪ ̆ᵖ ױ ԍ Ԑ Ȃ

Ԑ ֟ ԅ ̔ 

 

 ̧ Ḥ № Ȃ ҍ ῏̆ Ԑ ȂҌ ҩֲ ѿ ѿҩ

№ ̆ ᵰ ̆ Ԑ Ȃ 

 ̧ Ḥ Ȃ№ Ԑ ῏ ̆ ᵰ Ȃױז Ҍ SPI ̆

ԍ ⌠ѿҩ SaaSʟ ҍ IaaS Ҍ Ȃᵰ ̆

ָӇ Ԑָ̙Ӈ֟҉ץ Ⱶ̙ ָӇ ῃ ̙ 

 ̧ Ȃ ֓ Ԑ ӈȂᴋᵥ Ȃ

ץ ῤ Ԑ ̆ᵖ Ȃ̂ ץ

῏ԍ Ḥ ̃ Ḡ ֟ ‖ ̆ᵰ ҍ

ᵬ̆ └ ץ̆ Ḡ Ȃ 

 ̧ ȂԐ ̆ᵖ ῃ ԅץ Ԑ Ȃ 

 ̧ Ȃ Ḥ ᴋ̆Ҍᴪ ⌠Ԑ Ȃ 

 ̧ Ḡ Ȃ Ԑ ᶫ ᴪ ҹḠ Ȃ ̆ ԅ ῃⱴ ׅ̆ Ḡ

└ӊҊȂ 

 ̧ Ȃ ȁ ӈⱵ ̂ᶛ Ὲ ̃Ȃ ԅ

ᵣ ̆ ḠḤ ῃ ѿ Ȃ 

 ̧ └Ȃ ⌠ ҈ ̂ Ԑ ᶫ ̃ ΐȂ 

 ̧ ῃ └Ȃ ῃ └ ΐȂ ױ Ԑ Ҭ ԅȂ

ῃ ῃ ⱴ Ȃ 

 

5.1.2  ῃ  

 

Ḥ ѿҩ ̆ᵖ Ҍ ῃҒҙ Ȃ

ῃ Ҍ ԍḤ Ȃ 

  

ȁ ῃ ᴧ Ҍ Ȃ ѿҩ ̆

http://www.securosis.com/blog/data - security -  lifecycle - 2.0Ȃ ѿҩ ꜛ

ῃ └ ΐȂ Ҍ ᵬҹ ԍ ѿ Ҥ ΐȂ ѿ

׆ ꜛ ᵀ ῃ ⌠ ΐȂ 
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⇔׆ ⌠ Έҩ Ȃ ҹѿҩ ̆ѿ ⇔ ̆

ץ ңҩ ӊ Ҍ └ ̆ ғ Ҍᴪ ̂ᶛ ̆Ҍ

ᴪ ̃Ȃ 

 

 

 

 

⇔ Ȃ⇔ ῤ ̆ / /ḱ ῤ Ȃ 

  

Ḡ ȂḠ ֜ Ữ ҹ̆ ҍ⇔ ₃Ӎ Ȃ 

 

ᶏ Ȃ ꜚҬ ȁ זῒץ ᶏ ̆Ҍ ḱ Ȃ 

 

῍֣ȂḤ ץ ῒֲז ̆ ӊ ȁ ӊ ץ ᵬᴩᵄӊ Ȃ 

 

Ȃ ᶏ ̆ ῀ ỮȂ 

 

Ȃ ̆ ӄ ̂ᶛ ̆ ԍⱴ ℗ ̃Ȃ 

 

 

 

 

ῃ  
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5.1.2.1  ᵝ  

 

Ḥ ᴰ ̆ᵖҌ ᵝ ᵥ Ȃ 

 

ᵝ ̔ ץ ̆ Ҍ ᵬҹѿҩ ѿ ȁ ᵬ ̆ᵖ ᵬҹѿץ

↓ Ҍ ᵬ Ҭ Ȃ₃Ӎᴋᵥ ̆ ץ ֓ ӊ ₮Ȃ 

 

 

 

 

ԍ ȁ ῒז ̆ ᵝ Ȃ 

 

̔ ᵥ ץ ᵥ ꜚ ױז̆ ץ̆ ᵥ Ȃ

ңҩ  

 

ѻ ԅ ? 

ѻ ױז Ӈ  (  &  )? 

 

ׂ Ҍ ᶏ Ȃ ֓ ΐ Ҍ ῃ ̆ ᶏץ Ҍ

Ữ ҩᵝ ̆ ҩ Ȃ 
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Ȃ 

 

5.1.2.1  ⱳ ȁ ҍ └ 

 

Ҋѿ ץ ҍ ̂ҩֲ ̃ ᵝ ⱳ Ȃ 

 

ⱳ ̔ ױ ץ ԍѿҩ ‰Ạ҈ ᵬ̔ 

 

ѻ Ȃ / ̆ ⇔ ȁ └ȁ ᴆᴰ ȁᴰ ῒזḤ ֜ Ȃ 

ѻ Ȃ ѿ ԊⱵ̔ ̕ ҙⱵ ԊⱵҬᶏ ̆ Ȃ 

ѻ ỮȂḠ ̂ ᴆȁ ̆ ̃Ȃ 

 

Ҋ ⱳ :  

 

 

 

ҍ ̂ҩֲȁ ȁ / ̆ Ҍ ̃ ѿҩᵝ ѿ ⱳ Ȃ 

└̔ └ ѿ ↓ ҹ ҹᾛ ҹȂҊ ԅѿ ↓ └

Ȃ 

 

 

 

1τḤ  

 

ⱳ └  
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5.3   

 

 ̧ ⅞ Ԑ ӊ╠̆ Ḥ Ȃ ȁ ӈⱵ ῒ Ὲ

Ȃ Ὲ ‰ ᾛץ̆ ҈ Ȃ 

 ̧ ḠḤ ⌠Ԑ Ȃ ῃ └ Ȃ 

 ̧ ̆ᶏ ῃ ꜛ └ Ȃ 

 ̧ ≠ ⌠Ԑ ᴪ̆ ᶏ ̆ ̆

Ҍ Ḥ ̆Ҍ Ῑ ӟ Ȃ 

 

 

 

 

 

 

 

 

 

 

 

 

ⱳ └  
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D6: ҙⱵ  

 

6.1 ׃   

 

ᴰ Ԑ ӊ ѿ ῃ Ȃ Ҍ ῃ ᾝ ̂ 1

Ҭ ӈ̃̆ ᾝ Ԑ № ᵬ Ȃ 

 

ױ ᴪ ѿҩ ̆ ױ ȁ ΐ ̆ᵖ

Ԑ ԅ Ҭ Ȃ ׂ ҌῬ └ Ҭ

ԅ̆ API └ Ȃ 

 

ԅ Ἕ └ Ҭ ѿ ̆

ԅ ῃ └ ץ └ ֲ֓ ץ ץ ҉ ֓ ᵬȂ 

 

₮ԍ ῃ ̆ ╠ץױ Ҍ ΐ ⌠ѿ

̆ ѿ ӥᶏ ױ ץ ԑ Ȃ ῃ Ҍѿ ᵞḠ

̆ Ӟ ̆ᵖ Ҍ ̆ ױ ᵥ ᵀ ῃ

 Ȃױ

 

Ҭ Ӟ ῃ Ȃ ̆ ᴋᵥ Ṝᵰ ᵰ ָӇ ȁ ױ

ȁ ᵥ Ȃ ῀ Ⱶ ῐ ȂԐ └ Ҭ

₮ȁ№ Ȃ 

 

Ҍ ῀Ԑ ֟ Ȃ Ԑ └ Ҭ Ⱶ

ῤ ̆Ӟ ᴆ̆ ԅ Ḥ ָӇȂ 

 

̆ ѿ Ҭ ᴋ῍֣ ᵈȂ Ԑ Ҭ

֟̆ Ԑ ױז ֟ ⌠Ԑ ֟Ȃ 
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 ̧ Ԑ ᶫ Ḡ ῃ̆ ῃ ᵬ Ԑ ̆ᶛ ΐ

ҩ ץ ҉ẠָӇԊ Ȃ 

 ̧ Ԑ ױז ᶏ ̆Ḡ ῒ ӥȂ 

 

6.1.1  Ԑ҉ ҙⱵ  

 

ҙⱵ / Ԑ҉ Ԑ ѿ Ȃ ҍ ҈ ᶫ

῏ ̂ ױ BC / DRҬ ᴪ Ԋ ̃̆ ῒז ԍᶏ ῍֣

֓  Ȃ 

 

Ԑ҉ ҙⱵ / Һ ῏ Ҋ҈ץ ̔ 

 ̧ ѿ Ԑ ᶫ ῤ Ḡ Ȃ ֓ ᴨ Ԑ Ḡץ

ΐ ץ̆ Ҭ №Ԑ ᶫ Ҭ ’Ȃ 

 ̧ Ԑ ᶫ ₮ Ҭ ‰ Ȃ Ҭ ᴪ ̆ ῤ

‗ ȁ ץ ѿ Ⱶ ᶫ ῤ Ҭ ̆ ԅ └

ⱬȁᴪ Ԑ ᶫ № ῃ ⱵẢ Ҭ Ȃ 

 ̧ ѿ֓ ץ ץ̆ Ԑ ᶫ Ȃ ҩ

Ҍ ҹ Ԑῃ ⱳ Ҧ ’̆ᶛ Ԑ ᶫ Ảҙ ԅ

Ȃ 

 

6.1.1.1   

 

Ԑ ΐ ץ Ḥ ̆ᵖ ѿ Ԑ ֟ ᴰ Ȃ ҹ

Ҭ Ȃ 

 

Һ ԍ ȁ Ữ ̆ ҹ ױ ץ ̆ ғԐ ᶫ

ҹץ IaaS҉ ᶫ Ȃ 

 

̆ Ԑ ᶫ ẁ ԍ ᶫѿ֓ ̆ ᴰ

Ҋ Ȃ ᶛ ץ ҩ Ҭ № ̆ № ҉
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ץ ꜚ ץ̆ Ȃ ץ ̆ Ḃ ҩ№ ҩ

̆ ׅ Ȃ ᴰ Ҭ ̆ ҹ ҩ

҉ ȁ ꜚ℗ Ȃ 

 

ᵖ ̆ ԅ Ԑ ̆ ≠ ֓ ⱬ Ȃ

ῃ ѿҩ№ ῤ̆ ҩ№ ҩ ҉̆ Ҍ҉

Ⱶ ҉ Ȃ 

 

ҹָӇ Ҍץ ȁľ Ŀ ᵣ ᴪ ᵞ Ȃ

̆ ҌẠ

⌠Ԑ҉ᴪ ⱴ ҩ ₃ Ȃ 

 

IaaS ⱬ ̆ SaaS ⱬ ᵞ ̆ Ἕ ῃ ѿ Ȃ ԍ SaaS̆ ᶭ

Ԑ ᶫ Ḡ ҩ Ⱶ Ȃ ᶏ IaaS̆ ץ ץ

̆ ᴋ ҬȂ ץ ѿ ̆PaaS ╠ң Ҭ  -  ѿ֓ PaaS ΐ

̆ ῒז ῃ ᶫ Ȃ 

 

ᵣ ̆ ԍ ῏ ̆ ҹ:  

 ̧ Ҍ ֟ ≢  

 ̧ Ԑ ᶫ Ҭ ⅞ Ҍ ̆ᴪ

Ȃ ѿҊ Ḥ Ȃ 

 ̧ ꜜⱬ ҍᴰ RTO RPO 

 

6.1.1.1   

 

API Web └ Ȃ ᾛ Ԑ Ȃ 

ױ Ԑ ᴆḠ ѿ ῒ ╕Ȃ ԍҌ ҩֲ ז

Ԑ̆ ץ Web └ ᶫԅ Ȃ ’Ҋ̆Web └ ԅҍ ץ

APIȂ 
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Ԑ ᶫ ᴪ ᶫ ᴆ ᴆ̂SDK̃ פ ̂CLĨ ̆ᶏῒҍ

API ⱴ Ȃ 

 ̧ Web └ Ԑ ᶫ Ȃ ҹ ῒҒ Web └ ̂ ᶏ DNS

⌠ ᴍ DNS Ȃ̃ɒ ̆ ⌠ Ԑ ᴆ῍֣ ̆

⌠ ľ Ŀ Ȃ ΐ ҍῒ

̆ ғ ץ ᴍ ̂ ᶛ ⌠

ľyour- organization.application.com Ŀ̆ Ҍ ⌠ľapplication.com Ŀ̃Ȃ 

 

╠ ̆ Web └ ᶫԅ APIȂp ҹ Ҍ Ԑ ᶫ

̆ ᴪ ⌠Web └ ҍ API Ҍ ’Ȃ 

 

API ῖ REST Ԑ Ⱶ̆ ҹ REST ץ Internet Ȃ ԍ HTTP/S

ғ ץ Ҭ ̆REST API ҹWeb Ⱶ ‰ Ȃ 

 

ԍ RESTҬ ѿ ᴍ ‰̆ ץ ᶏץ ᴍ └Ȃ HTTP

OAuth ; ң ≠ ⱴ ᴍ Ȃ 

 

ׅ ᴪ ⌠ Ҭ ῀ ⱵȂ Ҍ ̆ ӥ Ȃ

Ҍᶃ Web Ҭ ⌠ ᾢ Web ̆ Ῥ ⱴ APIȂ

⌠ ’̆ ᶏ Ғ APĬ ⁞ץ ӥ ᴪȂ 

 

6.1.1.1  Ḡ ῃ 

 

ᴍ ≢ ̂IAM̃ ᴍ ≢ȁ ᴍ ̂ ̃Ȃ

ץ ᶫ Ԑ ῤẠָӇ Ȃ 

 

ȁ Ԑ ᶫ ӊ Ȃ ῒ ̆

Ҍ ӈ̆ᶛ  ľ Ŀ ľ Ŀ Ȃ 

 

ᶫ ̆ ᴪ ҩ ̆ ԍ ҩ Ȃ ҩ

ᴑҙ ̂ Ҍ ҩֲ ̃̆Ҥ ̆ ғ₃Ӎ׆ ᶏ Ȃ 
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ҍ № ̆ ⇔ץ ҩ ᶏ Ȃ ᶏ

֓ ; Ӟ ѿҩ ̆ ҹ ֓ Ҭ ᴋ ѿҩ

ֲ қ Ȃ 

 

ᶫ ᴪ № Ⱶ ᵞ ≢ Ȃ ױ ֓

ľ Ⱶ Ŀ ľ ĿȂ ֓ Ҍѿ ᴪ ῃ ̆

ᶏ Ȃ ꜛԍ № ҩᴪ ̆ ᾛ ҩ ҩ Ⱶ ̂

̃ ’ Ҍ ̆ ױז ᵬ ̆ Ҍ ԍ

Ȃ 

 

 

 

 

ᶫ ᾛ ȁ ῒז Ȃ 

 

ᶏ ᴍ ̂MFÃ Ȃ ̆ Ԑ ̂ ҩֲ

̃ ᶏ MFAȂ ₯ ѿ ῃ └ӊѿȂ Ⱶ ᵥ̆ 

MFA ԍ SaaS IaaS Ȃ 

 

̂ IAM IAM Ḥ ץ̆ ᴍ ԍԐ

ῤ Ȃ̃ 

Ԑ ᶛ̆ Ⱶ Ȃ 




































































































































































